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Abstract

Background: The Personal Health Record (PHR) is an electronic record that allows patients to
maintain, manage and access their health information in one secure location. However, despite these
potential capabilities, the adoption rate of the PHR has been slow due to various challenges.

Objectives: This study, being the first of its kind in Saudi Arabia, investigates the perceived barriers
and /or challenges for PHR adoption in the Ministry of National Guard Health Affairs (MNGHA). The
study explored perceived barriers and /or challenges from two different perspectives; a technical
perspective and a social perspective.

Methods: The study was conducted using a mixed methods approach. A cross-sectional study design
using a questionnaire was used to measure patients’ perceptions of the PHR and a qualitative
approach through focus groups was used to capture comments and opinions from technical personnel
for perceived technical barriers to PHR adoption.

Result: Results from 424 patients revealed a positive perception for PHR adoption with almost all of
the participants (96.7%) indicating interest in using the PHR and the majority (73.3%) expressing no
confidentiality concerns for the online accessibility of their health information. Patients with higher
levels of education indicated higher interest in using the PHR and expressed more concern with
confidentiality than patients with lower levels of education. However, the majority of patients (78.3%)
expressed their lack of awareness of existing patient e-services on the MNGHA website. The themes
that emerged from the focus groups reinforced lack of awareness of e-services as a potential barrier
for PHR adoption as well as the role of policy in the regulation and business process for PHR adoption.

Conclusion: This study has highlighted the perceived challenges and barriers for adoption of the PHR
in MNGHA-Riyadh. In order to ensure an efficient PHR with a strong adoption rate, effective steps
need to be undertaken by building PHR awareness as well as setting clear guidelines and regulations
from policy makers.
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Introduction

The Personal Health Record (PHR) has been used by patients as a tool for continuity of
healthcare for decades. In the past, the PHR was viewed as a paper-based form retained by
patients in the form of laboratory results, prescription notes and other forms of health related
documents [1-5]. Nowadays with the rapid growth of technology within the healthcare sector, the
old concept of the PHR has been replaced with an Electronic PHR. According to Markle
Foundation, the PHR has been defined as, “an electronic application through which individuals
can access, manage and share their health information, and that of others for whom they are
authorized, in a private, secure, and confidential environment” [6-9]. There are different types of
PHRs: the Standalone or the Thethered. The Standalone PHR is through commercial online
websites that allow patients to record their health behaviors. On the other hand, the Tethered
PHR is usually linked to a specific organization through its Electronic Medical Record (EMR) to
ensure patient’s access (as read only) to their health information [2-6, 10-12]. In theory, the PHR
has the capabilities that allow patients to keep track of their health information, monitor and
manage their illness especially in cases of chronic diseases, enhance efficiencies in appointment
scheduling, medication refills, and improve the communication with healthcare providers for
better quality of care [1-6, 9-13]. However, despite the reported potential capabilities of the PHR,
the adoption rate has been low [4,8-14] due to a number of reported challenges and barriers such
as interoperability, policy, confidentiality, privacy concerns, security issues, lack of awareness of
services, inadequate internet access, computer literacy, computer anxiety and health literacy [3,
5, 7-10, 12-18]. Policy also plays an important role in the establishment of the PHR in terms of
business processes, regulations and standards which have also been reported to impact on the
adoption rates of the PHR [8,9]. In the United States three case studies identified policy barriers
in terms of what information the PHR should include and under which circumstances the
information within the PHR should be released and shared [15]. Halamka et.al, reports that based
on state laws certain restrictions were exercised for releasing certain results to the patients such
as in the case of Human Immunodeficiency Virus (HIV) [15]. Interoperability has also been
reported as a barrier to the effective adoption of the PHR for the exchange of health information
among multiple healthcare systems [3, 5, 7-9, 13, 15]. Moreover, the electronic exchange of
health information indicates major concerns regarding the issue of protecting patients’
confidentiality, privacy and PHR security during the online transmission of health information
[3,5,8,9,12-15,17,18]. According to a US national survey around two-thirds of the participants
had concerns about the privacy and the security of their health information [3, 17]. Another
barrier to adoption of the PHR which has been reported in the literature is the lack of awareness
of the PHR. A study in South Africa reported that almost all of the citizens were unaware of the
existence of the PHR or what it could be used for [13]. Educating citizens on the benefits of the
PHR and promoting it as an effective tool for healthcare, has been found to reduce resistance to
change [14] as well as address concerns associated with using computers. Elderly and computer
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illiterate patients are less keen on adopting the PHR due to computer anxiety and health literacy
concerns [13, 16] and healthcare providers should be able to address these concerns early on in
order to effectively manage and enhance the adoption of the PHR [16]. Although the challenges
and barriers to PHR adoption have been highlighted in the literature, it is still not clear what
these challenges are within the Saudi society. The Ministry of National Guard Health Affairs
(MNGHA) in Saudi Arabia is in the implementation phase of the PHR with the collaboration of
the National e-government initiative. Although the PHR is expected to enhance patient care, its
full implementation is also expected to face various challenges as per previously reported
experiences. This study aims to investigate the perceived barriers for PHR adoption which may
also be challenges for implementing an efficient PHR in MNGHA, as well as measure the extent
of patients’ interests towards PHR adoption according to their health status, and identify patients’
needs in terms of data and services needed to be available in the PHR.

Methodology
Study Design

In order to ensure comprehensiveness, this study used a mixed methods approach to investigate
the perceived barriers and challenges to PHR adoption. A descriptive quantitative approach was
used to measure how patients perceived the PHR from a social perspective and a qualitative
approach was used to capture comments and opinions from technical personnel for perceived
technical barriers to PHR adoption.

Study Setting

The study was conducted at the Ministry of National Guard Health Affairs (MNGHA) King
AbdulAziz Medical City (KAMC). MNGHA consists of different medical cities comprising of
four hospitals and sixty primary and secondary health centers scattered in five regions around the
kingdom of Saudi Arabia (Riyadh, Jeddah, Medina, Dammam and Al-Ahsa)[19]. The primary
and the largest medical city is King Abdul-Aziz Medical City (KAMC) located in Riyadh. This
study was conducted at the Ambulatory Care Center (ACC) of KAMC at King Fahd hospital.
The ACC is one of the central centers in the hospital including pharmacy, employee clinic, bio-
bank laboratory and other specialized clinics such as Pediatric, Neurology, Oncology,
Hematology and other clinics.

Selection and Description of Participants

In order to clearly understand the perceived challenges for PHR adoption from different
perspectives, two groups were selected to participate in the study; a patient group and a technical
group. Convenience sampling was used for both groups who met the inclusion criteria. For the
patient group the inclusion criteria included all patients who attended the MNGHA ACC
between the ages of 20-60. This age group was selected because individuals less than 20 are
usually under the guardianship of the head of the family whose contact details are used for
registration and hence do not have direct access to their medical records. Furthermore, it is
believed that patients over the age of 60 also have their primary carers’ contact numbers
registered and their records would usually be accessed by the carer and not the patient
themselves. This age group was also selected based on the criteria highlighted in the study
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conducted by (Hamlaka et al.,) [15] which defined record access into three categories; 1) full
access to the parents for those patients who are less than 12 years old. 2) Balanced access
between the patient from age 12 to 18 and his/her parents but some of the information may be
restricted to one of them. 3) Full access and control of the record for those who are 18 years old
and older [8]. For the technical group, the inclusion criteria for technical staff included staff who
were working in the Information Systems & Informatics Divisions (ISID) and were involved in
the development and implementation of the PHR project at MNGHA comprising of managers
and a representative from the national e-government initiative who came from different regions
within MNGHA ; Riyadh, Al-hasa and Jeddah.

Ethical Considerations

The research study protocol was approved by King Abdullah International Research Center
(KAIMRC) through the International Review Board (IRB) protocol number (SP14/049). All
participants in the research study were provided with information prior to participation and
informed consent was obtained. No participant was identified and confidentiality was ensured for
all participants. All data were reported in aggregate form and no participant was identified in any
way.

Data Collection

There were two data collection methods used in this study, a questionnaire and two focus groups.
The questionnaire was developed to answer the research question and address the objectives of
the study. It comprised of 19 questions in total which covered demographic information, health
status, concerns about data confidentiality, computer literacy or internet access and seven
specific questions on patients’ perceptions of the PHR which were borrowed from another
validated survey [20]. The questionnaire was translated to Arabic and back translated to English
to ensure reliability of translation. Furthermore, to test the validity and reliability of the questions
and to ensure that the objectives of the study were met, the questionnaire was piloted among 31
participants who were patients in MNGHA and were eligible to participate according to the
above mentioned inclusion criteria. Based on the pilot testing, the questionnaire was modified to
improve clarity. Data collection began in mid-September 2014 until the end of October by
visiting the ACC three days a week in the afternoon excluding the national day and hajj holiday.
Data were collected in person by inviting patients in the waiting area at the employees’ clinic and
other clinics within the ACC. The questionnaire along with the consent form were distributed
with a brief explanation about the purpose of the questionnaire and clarification on
confidentiality concerns. However, in the case of elderly or illiterate patients who could not
complete the survey themselves, the data were collected either through their carers or by asking
them directly in a secluded area to ensure their confidentiality.

As for the focus groups, these were conducted to illicit participants’ opinions on the perceived
challenges for implementing the PHR from a technical perspective including technical issues,
policies, guidelines and/or other regulations. Two focus groups were conducted by the researcher
in the presence of a moderator and lasted for one hour per group; the first focus group included
four participants and was held in the middle of November 2014 in an office at the convention
center in King Saud Bin Abdul-Aziz University for Health Sciences in Riyadh. The second focus
group contained three participants and was held beginning of December 2014 at one of the
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participant’s office in Riyadh. All participants provided their informed consent and permission
for an audio recording of the session. The discussions within both focus groups were guided by a
list of open-ended questions which addressed the specific themes of the research objectives. In
addition to the focus groups an individual in-depth interview was conducted by the researcher
with a member of the technical expert team to confirm a certain point raised in the focus group
about integration.

Sample Size

The sample size for the patient group was calculated based on the average number of patients
who visited the ACC in 2013 which was approximately 70644 per month. Therefore assuming P
<0.05 as maximum variability with 95% confidence interval and 5% precision, the sample size
required was calculated at 385 In total 454 patients were included in the study, however, 30
patient responses were excluded due to incomplete responses, inconsistent answers or were not
eligible based on the inclusion criteria set for the study. As for the focus groups with technical
staff, it was expected that 6-10 participants would be included in each focus group. However due
to logistical issues, time constraints and the inability to agree on mutually convenient times for
all the invited focus group members, only 7 members of the technical team were able to
participate in the focus groups and were divided into two focus group sessions.

Data Analysis

Data from the 19 questions were coded, entered and analyzed using SPSS software v.20.0.
Descriptive data were analyzed using frequencies and percentages and Chi-square analysis was
used to measure associations and correlations between variables of interest. Level of significance
was determined by a P value equal to or less than 0.05 (p<0.05). As for the qualitative data
collected from the focus groups, each focus group session was recorded and transcribed verbatim
and thematic analysis was done by identifying, coding and reporting recurring themes within the
data according to the categories that were highlighted as being specific challenges or barriers for
PHR adoption.

Results
Questionnaire Findings
Demographic Information and Perceived Health Status

The sample mostly comprised of females and those of Arabic origin. The majority perceived
themselves to be healthy, where only few reported suffering from a chronic disease. Very few
reported attaining a low educational level (illiterate, literate and completing elementary school).
The age distribution among the study sample was somewhat similar, whereby individuals were
predominantly between 20 and 39 years of age (Table 1).
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Table 1 — Demographic and perceived health status on study participants (n = 424)

Demographic and Perceived Health Status N (%)

Nationality

Arabian 366 (86.3%)
Non-Arabian 58 (13.7%)
Gender

Male 135 (31.8%)
Female 289 (68.2%)

Age (years)

20-29 140 (33.0%)
30-39 132 (31.1%)
40-49 81 (19.1%)
50-60 71 (16.7%)
Educational Level

Iliterate 22 (5.2%)
Literate 11 (2.6%)
Elementary 9 (2.1%)
Intermediate 31 (7.3%)
High School 81(19.1%)
Diploma 4 (0.9%)
University 205 (48.3%)

Higher Education

61 (14.4%)

Perceived Heath Status

Healthy

289 (68.2%)

Not healthy with chronic disease

84 (19.8%)

Not healthy with other medical condition

51 (12.0%)

Technology Use

The majority of participants reported using smart devices, using computers and browsing the
internet, however only 16% accessed e-services from the MNGHA website (Table 2). The
leading and most common reason reported from patients who reported using the internet but not
accessing patients’ e-services from the MNGHA website was their lack of awareness of the
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services provided (78.3%). Moreover, (20.1%) reported not knowing how to access these
services and only (11.0%) claimed not to be interested.

Table 2- Technology use among study participants (n = 424)

Technology Use N (%)

Use of Internet *

Yes 377 (95.9%)
No 16 (4.1%)
Use of Smart devices

Yes 391 (92.2)
Use of Computer

Yes 342 (80.7)
Accessing patients’ e-services at MNGHA website **

Yes 60 (15.9%)
No 317 (84.1%)

* Use of internet was computed among those reported using computers or using smart devices.
** Accessing patients’ services at MNGHA website was computed among those answering “yes”
to use of internet.

Perceptions about the PHR

Few of the participants reported having copies of their health information (e.g., laboratory
results, radiology results or others) and almost all of the participants reported an interest in
having an online PHR. Confidentiality concerns were not perceived a threat for the majority of
the participants (Table 3).

Only a minority (26.7%) of participants reported they had confidentiality concerns about the
online accessibility of their health information. Such concerns attributed to confidentiality and
privacy (52.2%) in addition to security concerns (21.2%). Open ended responses for these
questions retrieved responses such as “belief in patient privacy” or “my information should be
accessible to me only and should be confidential” as well as, “it may be hacked” or “someone
may play with the access”

Amongst the participants who reported interest in having an online PHR, the main information
they felt necessary to be accessed were laboratory results, radiology results, medication lists or
other data such as diagnosis, medical history, vital signs or medical reports (91.7%, 82.9%,
72.4% and 6.1% respectively). In addition, in terms of what services participants felt they would
like to be available online, the main services reported were appointment scheduling (90.5%),
communication with the physician (74.1%) while only (0.5%) reported other services such as
determining the physician or awareness about the disease diagnosed. (Results not presented in
table)
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Table 3 - Perceptions about PHR on study participants (n = 424)

Participants’ Perceptions about PHR N (%)
Having copies of their health information
Yes 83 (19.0%)

No

341 (80.4%)

Interest in online PHR

Very Interested

257 (60. 6%)

Interested 107 (25.2%)
Somewhat Interested 46 (10.8%)
Not interested 14 (3.3%)
Confidentiality’s Concerns

Yes 113 (26.7%)
No 311 (73.3%)

Further analysis using a Chi-square test with P value set at 0.05 was conducted to determine the
significant differences between participants’ demographics information (e.g., Age, gender,
educational level,...etc.) and their perceptions on PHR confidentiality. A significant difference
was found between confidentiality concern, participants’ nationality, educational level, and their
health status (Table 4). Patients who were of Arabic origin were more likely to have
confidentiality concerns than patients who were non Arabs. Furthermore, patients who had
higher education and those who perceived themselves as healthy had significantly higher
concerns with confidentiality than patients who had lower levels of education and perceived
themselves as not healthy. In terms of participant’s interest in using the PHR, significant
differences were found between PHR interest and educational level p<0.001 (Table 5). Patients
with higher education were significantly more interested in using the PHR than those with lower
education levels.

Table 4- Participants’ demographic information and perceived health status with their
perceptions about PHR confidentiality

N (%) p-value
Concerns about confidentiality 113 (26.7)
Nationality
Arabian 76(67.2) <0.001
Non-Arabian 37(32.7)
Educational Level
Iliterate 2(1.7) 0.003
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Literate 1(0.88)
Elementary 1(0.88)
Intermediate 3(2.6)
High School 17(15)
Diploma 1(0.88)
University 62(54.8)
Higher Education 26(23)
Perceived Health Status
Healthy 90(79.6) 0.009
Not healthy with chronic disease 15 (13.3)
Not health with other medical condition 8 (7)
Table 5- Participants’ educational level and PHR interest
Interest in PHR
N (%) P-
value
Very Interested | Somewhat Not
interested interested interested
Total 257(60.6) 107(25.2 46(10.8) 14(3.3)
Educational level
Iliterate 8(36.4) 6(27.3) 5(22.7) 3(13.6) 0.001
Literate 6(54.5) 5(45.5) 0(0.0) 0(0.0)
Elementary 3(33.3) 3(33.3) 0(0.0) 3(33.3)
Intermediate 17(54.8) 11(35.5) 2(6.5) 1(3.2)
High school 46(56.8) 20(24.7) 12(14.8) 3(3.7)
Diploma 1(25.0) 2(50.0) 1(25.0) 0(0.0)
University 135(65.9) 45(22.0) 22(10.7) 3(1.5)
Higher education 41(67.2) 15(24.6) 4(6.6) 1(1.6)

Focus Group Findings

Discussion within the focus groups revolved around predefined questions used as a guide for
discussion which continued until saturation was reached. All participants in both groups
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highlighted the importance of using the PHR as they considered it as a patient’ rights.
Additionally, when asked about the challenges in implementing PHR within MNGHA, the first
group viewed the challenges to be related to lack of patients’ awareness while participants in the
other group did not view it as impossible indicating that “almost everyone is now using smart
devices, even the elderly patients”. Despite the challenges claimed, MNGHA is still in the
initiation phase, it was highlighted that policy plays an important role when it comes to PHR
content, particularly in terms of data and services. It is still not clear what type of data will be
included in the PHR and what the regulations are for releasing particular results, as was
mentioned “PHR content needs a task force that is well collaborated between policy makers”.
Moreover, it was reported that fully automated services depend on a clear workflow and on the
currently used system which is acting as a limitation. When asked about the technical challenges
(e.g., security, systems integration) all participants considered that the network within MNGHA
to be secure. Moreover, participants added that if patients had access to their health information,
the access will not be directly linked to the actual data center. In addition, there will be a multi-
layer authentication access similar to that used in bank transactions. Despite having a high secure
authentication access, participants agreed that the actual process during registration does not
guarantee confidentiality; one participant stated, “When we talk about the security, the
technology is there but this also depends on the business process agreed by the decision makers
which can be considered as a challenge”.

Regarding integration, participants agreed that there are no major challenges within MNGHA.
However, participants felt that format of data played a role in integration. One participant stated,
“it depends on the data availability in the systems, whether it is in a paper record or not
structured (e.g., physician report) where it acts as a challenge to extract all needed data and
change their format”. Finally, when asked about the potential challenges that may emerge after
the implementation of the PHR the participants within the second focus group indicated “the
resistance to change from the end users whether healthcare providers or patients could hinder the
adoption of the PHR, for example any test result should be first approved by the physician before
being submitted in the PHR. Such a process may be delayed, so this may be considered a reason
for healthcare providers’ resistance ..... that resistance usually has been faced regardless of the
type of the system”.

Discussion

This study, being the first of its kind in Saudi Arabia, highlights the perceived barriers and /or
challenges for PHR adoption in MNGHA.. From a social perspective, this study was not different
to other studies and found that almost all participants browsed the internet whether they used
computers or smart devices. This indicates a potential strength for PHR adoption in MNGHA
among frequent users of the internet and has been previously reported as a positive indicator for
potential PHR adoption [12].

As for the usage of smart devices, our study also found that the majority of participants reported
regular use of smart devices which has also been reported as a positive indicator for participants’
willingness towards using mobile PHR (mPHR) [14]. However, despite the use of internet and
smart devices in our study population, the majority of participants did not use MNGHA patient
e-services with the majority reporting that they were not aware such services existed. This lack
of awareness impacts negatively on PHR adoption and is potentially a significant barrier to
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adoption as highlighted in previous studies [14] and should be an area of concern and action once
implementation of PHR is complete at MNGHA. Furthermore, the majority of patients reported
not having copies of their health information also indicating difficulty or a lack of awareness for
their ability to access their own health information.

Despite the lack of awareness about patients’ e-services, what is surprising in our study findings
is that almost all of the participants regardless of health status reported an interest in having a
PHR which contradicts findings from other studies which found that patients with chronic
conditions tend to be more interested in having a PHR than others [8, 14]. Even though our study
population comprised mainly of young females, an interest in adopting a PHR is considered a
strength for eventual PHR adoption especially with the difficulty of obtaining health information.
However, our findings for PHR interest overall are consistent with other studies [5, 12, 17]
regardless of such studies reporting that despite the major interest in the PHR the adoption rate
remained slow.

The features of a PHR and the services accessed should be tailored to specific populations as
these may differ among different patient and population groups. Patients in the Saudi context
reported higher interest in services such as viewing test results and appointment scheduling in
contrast to patients in the United States where appointment scheduling was not perceived as of
much importance among patient groups [12, 17]. In the Saudi context, accessing test results and
appointment scheduling online would alleviate some of the difficulties patients face with
transportation in Saudi Arabia especially for females who represented the majority of our study
population.

Regarding the participants’ concerns about online accessibility and how this would impact on
their privacy, confidentiality and security of their information, several studies in different
countries like the United States [5, 8, 12, 13, 15, 17]; South Africa [14] and Canada [3,18],
showed it to be a major challenge for PHR adoption. However, this was not the case in our study,
where the majority of participants (73.3%) showed no concerns. This could be explained by the
culture of Saudi society particularly when it comes to dealing with health information and family
involvement. Family is an important resource in patient care in Saudi Arabia and it may be very
normal to share and view patient information with very limited concerns for privacy and
confidentiality standards [21, 22].

From a technical perspective, our study showed that policy played an important role as a
regulation or business process in the establishment of the PHR. Thus, it could be considered as a
barrier that could slow the adoption of PHR. This finding is supported by other studies conducted
in the United States [8-10, 13, 15]. Moreover, it was shown that integration at certain
circumstances could present some challenges consistent with the literature [3, 5, 7-9, 13, 15] in
terms of integrating PHR with multiple healthcare systems indicating interoperability as a critical
challenge as well as healthcare providers’ readiness to adopt the PHR [3, 5] which was also a
concern highlighted by the focus group participants. Healthcare professionals’ resistance to
change was also perceived to hinder PHR adoption and it is encouraged that in order for the
uptake of the PHR to be successful among patients, there needs to be enthusiasm from staff,
healthcare professionals and patients [23]. Therefore we recommend that healthcare providers,
policy makers, IT professionals and patients work together during the implementation of the
PHR to ensure effective uptake and adoption of the PHR.
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Limitations

This study had several limitations including the cross-sectional design of the study and the
sampling technique used. The study was conducted in MNGHA-Riyadh, and therefore inferences
and generalizability to the whole population of MNGHA is limited. Given that data collection
was done over a one month period, it did not capture a diverse population in terms of gender,
age, educational level, health status, and technology usability. Almost all the participants were
educated, healthy and were utilizing technology. The majority of our population were young
females, however statistical data retrieved from MNGHA data centers [24] showed that the
majority of patients who visited the ACC in 2014 were females and represented almost 60% of
patients, therefore indicating that our study results are a true representation of the MNGHA ACC
patients in 2014. Furthermore, focus group participants came from different regions within
MNGHA and their views represent challenges all over the MNGHA. Focus group data were
collected until saturation was achieved; hence ensuring good representation of participant’s
views. The self-reported health status is also considered a limitation of this study. Further
research should assess health status of patients through their records rather than self-report to
fully estimate the burden of disease in this population and assess the use of the PHR in chronic
disease patients.

However, despite the limitations of this study, the results present new knowledge on the adoption
of PHR in a different setting and the perceived challenges and barriers in Saudi Arabia which
will help inform further in-depth studies in this area. Further research is required from the social
perspective by including a diverse population in terms of their demographic information and
other information from the different regions within MNGHA to attain generalizability. Also
future research is recommended to evaluate PHR usage and its effectiveness with more emphasis
on its impact for managing chronic diseases.

Conclusion

This study has discussed the perceived challenges and barriers for implementation and adoption
of the PHR at MNGHA. Even though participants indicated an interest in having a PHR and had
no concerns about online accessibility of their health information, there remained an overall
concern amongst participants on perceived challenges/barriers such as patient awareness, policy
barriers in terms of PHR content, other regulations as a part of the existing business process, and
the integration at certain circumstances. Moreover, end user readiness to have a PHR was
considered as a potential challenge after its implementation which could hinder its adoption.
Therefore it is absolutely crucial in building an efficient PHR addressing end user concerns to
ensure a strong adoption rate. Furthermore, effective methods should be utilized in building PHR
awareness, setting clear guidelines and regulations for use and involving policy makers prior to
implementing the PHR
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