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Abstract—NFC technology allows off-line data transfer between mobile
phones. In addition NFC also has a secure element section that allows to store
data securely. Through special applications the data can be modified by the
authorized party using an authentication system. In this study an electronic
medical record was developed using NFC. The results of alpha and beta testing
show that the application has good performance.
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1 Introduction

The development of medical record in the information age is electronic medical
record (EMR). EMR is medical record that utilizes server as storage place, web as
media for reading and updating data, and internet as communication media between
server and web based application. The completeness and accuracy of medical record
data on EMR can be better than conventional medical records. A well-built EMR meets
at least some of the most important electronic data storage elements - privacy or
confidentiality, integrity, authentication, access control and non-repudiation, but it is
very difficult to meet availability. Medical record data that has been entered in EMR
should be accessible whenever and wherever as needed. This availability requirement
is difficult to meet due to its reliance on internet connection and the availability of
server services where EMR is stored. Internet connections are often problematic so that
medical record access can be disrupted especially in Indonesia internet connection is
not evenly distributed. The availability of server services is also sometimes disrupted
due to several reasons such as repair, maintenance, operating failure of server
computers, and disrupted power supplies.

The retrieval and processing of data stored on the server can only be done online
through the internet or intranet network. It is therefore necessary that technology allows
the capture and processing of data off-line and under conditions that allow data stored
on mobile devices to be sent to the server for wider purposes. Technology that can
answer those needs is NFC. Through NFC data can be retrieved and processed off-line,
but at the moment allowing such data can be sent to the server for wider purposes. In
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addition, NFC-based medical records also allow medical record data to be used by
health care wherever independent of where the first medical record is made.

Electronic medical records research, among others, performed by [1], [2] and [3]. In
[1] we investigated the benefits of EMR that facilitated administrative personnel in
patient information retrieval, whereas at [2] and [3] it was suggested that EMR was
beneficial for patients because it increased efiesiensi in the process of health care.

The development of smart card-based medical records was developed by [4], [S] and
[6]. These three studies use RFID cards to store medical record data. The development
of electronic medical records further exploits the NFC as performed by [3] and [7]. In
addition to medical records the researchers also developed an NFC-based health care
system such as [8] and [10].

2 Literature Review

2.1 Medical record

Medical Record is a file containing records and documents about the patient
containing identity, examination, medication, other medical treatment on health care
facilities for outpatient, hospitalized by both government and private [9]. The benefits
of medical records include medicinal purposes, improvement of service quality,
education and research, financing, health statistics, as well as legal, discipline, and
ethical proofs.

The need for a practical, complete, and accurate medical record becomes an urgent
need in today's healthcare services. The practicality of medical records, among others,
can be seen from the media used in storing medical record data, the process of updating
medical record data, and the process of reading medical records. Medical records are
also required to contain complete information about the patient's medical history. Data
on medical records is used as a reference of medical personnel in dealing with patients
therefore this data must be accurate. Three properties of medical records are difficult to
meet by conventional medical records by using paper as the medium. [10]

2.2 Near Field Communication

Smartphone technology continues to grow with the addition of various features that
make this communication tool into multi-use. One feature that is currently embedded
in the smart phone is Near Field Communication (NFC). This device allows the smart
phone to communicate with other mobile devices without going over the cellular
network at a distance of about 4 cm. In addition via NFC smart phones can also read
data stored in smart cards (NFC tags). Currently many smart phone devices are
equipped with NFC. By 2018 about 1,907 million smart phones have been equipped
with NFC [11].

Products with NFC capability will dramatically simplify how to interact with other
NFC-enabled products because NFC offers fast connections in terms of secure
exchange of information or payments. Standard communication between two devices
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that support NFC occurs when they are at a distance of 0 to 10 cm [12]. Simple or tactile
movements can initiate NFC connections. Another advantage of NFC is compatible
with bluetooth or Wi-Fi technology.

NFC and bluetooth are communication technology with short communication range
that has been integrated with cellular phone. The main advantage of NFC over bluetooth
is its very fast set-up time. If a bluetooth device needs to perform a manual process to
identify another bluetooth device, the connection between two NFC devices can be
done instantly (<0.1 seconds) [12]. Maximum NFC data transfer of 424 Kbps, lower
than the bluetooth of 721 Kbps. NFC has a radius of communication that is closer than
bluetooth that is less than 10 cm. This provides a better level of security and makes
NFC very suitable for crowded areas. Unlike bluetooth, NFC is compatible with
existing RFID technology. Another difference with bluetooth is on the type of network
used. NFC network type is point-to-point while bluetooth is point-to-multipoint.

NFC advantages over RFID include NFC can be used for two-way communication
and installed on smart phones [13]. In addition, NFC is also equipped with a device
capable of setting the secure element [14]. These advantages make NFC suitable for
applications that require secure storage and exchange of data via smart phones such as
e-payment applications [15] & [16] or e-wallet [17], medical records [3], health services
[18] & [19], and airport services [20].

3 Research Methodology

Medical record activities based on Guidelines for Medical Record & Procedure of
Hospital 2006 include [9]:

Acceptance of patient (recording of patient's social data)
Recording of service data

Data management

Reporting

Storage / Retrieval of data

Such activities shall be eligible for the implementation of privacy or confidentiality,
integrity, authentication, access control, non-repudiation, and availability.

The development of NFC-based medical record that will be conducted covers all
media recording activities as well as qualified in the implementation of such activities.
The preferred approach in solving this problem is a system approach with high levels
of security [21], accuracy, and reliability. Through this approach can be realized eligible
system in the implementation of medical records.

This research begins with literature studies on medical records, electronic medical
records, NFC, communication protocols, encryption, and applications in the android
operating system environment. This literature study produces some information about
aspects of medical record and NFC based system that can be used as base in determining
the requirement and system specification. Based on the specifications and then designed
the system with the beginning of the development of NFC-based medical record system
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architecture. Applications developed based on the architecture that has been developed
with attention to the level of data security whether stored, read, or modified.

4 Results and Analysis

4.1 Architecture

The NFC-based EMR architecture can be seen in Fig [22]. The EMR application on
the doctor's phone can be used to read and change the EMR content, while the EMR
application on the patient can only be used for reading. When the patient first comes to
the doctor and the doctor does not have the patient’s EMR then the doctor needs to copy
the EMR from the patient’s phone by tap between the patient's phone and the doctor’s
phone. Upon medical examination of the patient then the doctor will renew the EMR
and keep it. Patients will get the latest EMR from a doctor using NFC.

This architecture also allows one phone to be used to store multiple EMR from
different people. Confidentiality is maintained with the use of autotentication in
developed application.

NFC Connection

Patient Doctor / Hospital Officer
Fig. 1. NFC-Based EMR Architecture

4.2 Use case

The developed application consists of two parts: the first part is used by the doctor
and the second part is used by the patient. Fig 2 shows the use case of the developed
application. Patients are not entitled to add or change EMR, whereas doctors may add
or change EMR.

Users of EMR application both a doctor and a patient must register on the application
before using the EMR facility. After enrolling a doctor or patient can use the application
after performing the autontication. Doctor use the application to create a new EMR or
update an existing EMR. The latest EMR that has been made by the doctor is then sent
to the patient via NFC by tap. If the patient visits another doctor, then the EMR stored
in the patient's phone can be copied to the doctor's phone using NFC. The delivery
process of EMR uses NFC so it does not depend on internet network.

iJIM - Vol. 13, No. 3, 2019 7



4.3  Class diagram

Class diagram of EMR application is presented in the form of model view control.
Every strereotype in the class diagram represents a class in the application. The
boundary/UI were created using XML, and the class control was created using Java.
The database utilised to apply class entity was SqLite. Each boundary has a control to
deal with processes. The control in the boundaries will attract another control to do a
more specific process.

The login control is for examining whether an account exists. The account consists
of two types, that is, patient's account and doctor's or hospital staff's account. Class
UserLocal is utilised to store user's information that has logged in. Class account is used

to save account's information, and class user is used to store information regarding
users. Fig 3 shows the class diagram of application.

UseCase Diagram0
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Fig. 2. Use case

4.4  Alpha test

Alpha test is used to test whether the entire application function can work properly
or not. The test is done by using dummy data and the results can be seen in Table 1 The
alpha test results show that the application can work in accordance with the

requirements that has been set.
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Fig. 3. Class diagram

4.5 Beta test

The next test to be performed is a beta test. In this test some doctors and patients will
be involved. The beta test results will be a material improvement in application
development. Through the beta test is expected to know how far the usability level of
application by doctors and patients. The results of beta test in a hospital in Indonesia
can be seen in Table 2.

The MOS score calculation results show the average MOS score is 4.28. This shows
that the developed application has good performance. The smallest MOS score is in
question number 3. This indicates that the developed application still has a slight error.
One example of an error that still occurs in the application is when sending of EMR
data from the doctor to the patient or vice versa. If data sending is not successful the
sender often presses the send button continuously so that the buffer becomes full. If the
cellphone memory is small, it can cause freeze. In addition to errors, one of the
weaknesses in NFC-based is that data is not stored on the server so online EMR usage
cannot be done and this reduces the level of EMR data availability.

This research will be continued with the design and implementation of web-based
EMR that will cover the shortage of NFC-based EMR. NFC and web based EMR will
increase the availability of EMR data because it can be accessed on-line and off-line.
The interesting thing about future research is the process of synchronizing content that
is updated via NFC and the web.
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Table 1. Alpha test result

Function Scenario Actual Result Status (pass/fail)
The researcher tried to enter
Patient Registration  |a new patient data into the  [The new patient data added pass

patient application

The researcher tried to enter
Doctor Registration  |a new doctor data into the  [The new doctor data added pass
doctor application

The researcher tried to sent a
Sending patient’s data |patient data from patient’s  [Patient data sent to doctor’s

to doctor’s phone phone to doctor’s phone phone pass
using NFC

Insert New EMR An EMR insert to doctor’s  |An EMR added in doctor’s pass
phone phone
An EMR in doctor’s phone is|An EMR in doctor’s phone is

Update EMR updated updated pass

[Using two phones, the
researcher tried send a EMR
from patient’s phone to
doctor’s phone

Sending an EMR data
from patient’s phone
to doctor’s phone

An EMR sent to doctor’s phone [pass

[Using two phones, the
researcher tried send a EMR
from doctor’s phone to
patient’s phone

Sending an EMR data
from doctor’s phone to
patient’s phone

An EMR sent to doctor’s phone [pass

Table 2. Mean Opinion Score

No Question SA A LA DA SDA | MOS
1 |This EMR application is easy to install? 8 7 0 0 0 4,53
2 |Fast login access 8 7 0 0 0 4,53
3 Ther-e hgs never been an error in the EMR 3 3 3 1 0 3.87

application
4 |Access time for each feature is fast and stable 4 10 1 0 0 4,20
5 The EMR appllce}t_lon menus are easy to 5 9 0 1 0 420
understand / familiar
6 |Overall, EMR applications are easy to operate 6 9 0 0 0 4,40
7 The filling of personal data and medical record 5 10 0 0 0 433
is easy
The data transfer process from HP doctors /
8 medical personnel to HP patients is easy to do > 8 2 0 0 420
9 EMR appllca_tlon is useful for the_ process of 6 7 5 0 0 427
medical services for the community
Average MOS score 4,28

*) SA= Strongly Agree, A=Agree, LA = Less Agree, DA=Disagree, SDA = Strongly Disagree

5 Conclusion

The NFC's ability to transfer data at close range safely without the need for an
internet network allows it to be applied to various applications such as electronic
medical records. Design and Implementation of NFC-based electronic medical records
have been conducted in this study. From alpha testing can be concluded that the
application can work in accordance with the requirements that have been set. The beta
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testing results show the average MOS score is 4.28. This score shows that the developed
application has good performance.
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