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Abstract—The highest way to protect data from intruder and unauthorized 
persons has become a major issue. This matter led to the development of many 
techniques for data security, such as Steganography, Cryptography, and Water-
marking to disguise data. This paper proposes an image steganography method 
using the Least Significant Bits (LSB) technique and XOR operator and a secret 
key, through which the secret key is transformed into a one-dimensional bit 
stream array, then these bits are XORed with the bits of the secret image. Multiple 
experiments have been performed to embed color and grayscale images inside 
cover media. In this work, the LSB technique is ideal in two ways: firstly, only 
the least significant one-bit (1bit) of each byte will store the embedded data, this 
method is named (1-LSB). Secondly, the four least significant bits of the right 
half-byte (4 bits) of each byte will store the embedded data, this method is named 
(4-LSB). Subjective and objective analyzes were performed for each LSB pro-
cess. The subjective analysis is responsible for both HVS and histogram, whereas 
the objective analysis involved both PSNR and MSE metrics.  
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1 Introduction 

Since the dawn of time, the urgent need to convey a message as safely and securely 
as possible has been a topic of debate. The main things about an organization's wealth 
are its critical information. As a result, for a company that deals with sensitive infor-
mation, security matter is a major concern. Whatever approach is used for security, the 
most pressing doubt is the level of security. The technique of covered or hidden writing 
is known as steganography. The essential purpose of using steganography is to evade 
get attention to the sending secret data. But even so, if an observer notices any change 
by sending data, The process of informational concealment becomes less successful 
[1]. Steganography is considerably comparable with cryptography Because both cases 
used to protect critical data in similar ways. the recent definition of steganography re-
fers to information or a document that has been hidden within a digital image, video, or 
audio file as well as network Steganography [2]. Steganography exploit of human per-
ception; our senses aren't made to hunt for files with information concealed inside of 
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them[1].a superb image steganography technique includes three main parts, the first is 
capacity or the greatest quantity of data that must be held within the cover image, the 
second factor is imperceptibility which refers to the quality of the stego-picture built 
after data has been hidden, and the third factor is robustness which measures the ability 
of secret information to resist against threats [3].The most popular stenographic ap-
proach is Least Significant Bit (LSB) substitution. The core notion of LSB substitution 
entails embedding secret data in bits with the smallest weighting so that the value of 
the original pixel is unaffected [4]. Steganography methods can be classified into text, 
image, audio, and video steganography according on the cover media used to embed 
secret data [3]: 

• Text Steganography can be handled by modifying the text formatting, or by chang-
ing certain characteristics of textual elements such as characters and symbols. 

• Image steganography is the practice of concealing a message within an image with-
out effecting its visible characteristics. The cover source can be changed in the pixels 
that have significant variations in colors, which will make the modifications less 
obvious. 

• Audio Steganography is the technique of concealment digital data in audio files like 
MP3 files or WAV. In audio stenography, the perceptual features of the Human Au-
ditory System (HAS) set to be concealed information in the audio, as a result human 
listening cannot recognize the differences between the original audio of a file and 
the Embedded secret information file. 

• Video steganography adapt the original video to exclude the target object from the 
scene. Next, a data concealer technique is utilized to insert the original video frame 
into the in-painted one. 

• Network steganography exploits header field and payload field of network protocols 
to conceal data by produce hidden channels between a secret sender and a secret 
receiver in order to hide data [2]. 

2 The main components of steganography systems 

Steganography is descended from the Greek words "steganos" and "graphein," 
which both mean "writing" and "drawing," respectively. Steganos implies "covered," 
"secret," or "concealed." Data hiding in a cover material so that it is invisible to others 
is the basic target of steganography. When a file, message, image, or video are hidden 
inside of another file, message, image, or video, the hiding process is controlled by a 
stego-key to restrain the detection or recovery of the embedded data to parties that rec-
ognize it [5]. The following terms apply to all image steganography systems, regardless 
of the algorithms used to implement them (As shown in Figure 1 [6][7]:  

• Secret message: a specific function dedicate a color vector c(x,y) to each pixel (x. 
y) in a message image C. 

• Cover file: The concealed message is transmitted via the main image. A cover is 
commonly selected in such a way that it appears common and insignificant, and so 
does not draw attention.  
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• Stego file: The Stego image is the cover picture with a hidden message inside it. It's 
being used to reveal the concealed message at the receive site. 

• Stego Key: Is a code that permit information to be embedded in a cover and ex-
tracted from the stego medium. It might be a number created using a pseudo-random 
number, or it could be anything else, to encrypt the embedding position. 

• Embedding Domain: The cover medium features that are leveraged in embedding 
messages into it are referred to as the Embedding domain. It could be in the spatial 
domain if the cover's constituent pieces are directly transformed (for example, pixels 
in an image), or it could be in the frequency domain or transform domain if mathe-
matical manipulations are performed on the medium before embedding [6-7]. 

 
Fig. 1. Generic Steganography System 

3 Least Significant Bits (LSB) technique  

LSB is the most common manner of data hiding. In this case of embedding, the least 
significant bits of image pixels are substituted with bits of concealed data. The image 
received after embedding is largely homolog to the original image because the LSB of 
image pixel change does not create major changes in the image. LSB algorithm used in 
this study is spatial domain steganography in substitution, which substitutes critical in-
formation in the cover image's least bit. In a 256-grayscale cover image, every grayscale 
value of each pixel can be used to reform an 8-bit binary, with a specific bit of all pixels 
composing a specific bit [8-18]. A bit sequence is created from the secret message. 
Figure 2 shows an example of how the cover data separated into bit strings based on 
the data type. Each bit string's last bit is substituted by the secret message's following 
bit. It's a standard approach for working with image and audio files. 

 

Fig. 2. Least Significant Bit of 8-Bit Binary Array 

Colors are encoding by eight bits of data; red, green, and blue, they retain for each 
pixel in a 24bits image file. By substituting the last bit of each 8-bit data with the secret 
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data bit, data can be hidden in a cover file. Human senses will be unable to detect this 
alteration since it will be so little. Figure 3 indicate the method of putting 6-bits 
(000110) data in two pixels. The cover data is the one on the left side of the figure if it 
is expanded to two pixels. The RGB data of two pixels contains 6 bits of data, and the 
stego-data conversion of the cover data is presented on the right side. There is no sig-
nificant change in the cover data, as seen in Figure 3 [19]. 

 
Fig. 3. Embedding Data to an image with two Pixels 

4 Literature review  

In order to improve steganography techniques, many methods are proposed like 
Zhou, Xinyi, et al. (2016) used image steganography and cryptography based on a se-
cret key to provide more security of information hiding. on another side, identity au-
thentication based on a digital signature is initiated to prevent the false of hidden infor-
mation [20]. 

Sudhanshu Sharma Dipta (2016) utilized RSA with an LSB approach and discrete 
cosine transform (DCT) augmentation to reveal image steganography on gray and color 
images. RSA is used to encrypt and decrypt sensitive data while DCT is being used to 
improve the stego picture  [21]. 

Anupriya Arya, and Sarita Soni (2018), proposed an enhanced LSB substitution 
technique for blending hidden image data information into images to produce a secret-
embedded image that is completely unidentifiable from the original image by the hu-
man eye because just the final bit of each pixel of the cover image is modified. Also, 
they compared these techniques using images of diverse sizes and file types (.bmp,.jpg, 
and.png), and calculates their PSNR and MSE parameters for an analysis of their ca-
pacity to conceal information [22]. 

R. Thanki, S. Borra (2018)  developed steganography technique on the Finite 
Ridgelet Transform (FRT), Discrete Wavelet Transform (DWT), and Arnold scram-
bling is proposed. The FRT was used to secure colored images. This method involves 
encrypting the secret color image via Arnold scrambling, which is then used to create 
the stego color image by inserting it into the color standard image  [23]. 

E Z Astuti, D R I M Setiadi, et al. (2019) suggested the bit interchanging approach 
is tested on RGB-formatted image features with a message capacity of 1 bit per pixel. 
Because there were more layers in the color image, the imperceptibility test results ex-
posed a more various rise. The bit-flipping technique has been demonstrated to be effi-
cient on color images as well [24]. 
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M. M. Hashim, A. Abdulrazzaq, et al (2019), proposed LSB image pixels based on 
P Even/P Odd were offered as an enhanced steganography system in the frequency 
domain. An encryption system with many levels and two control random parameters 
was presented. The secret data was initially compressed using a Huffman coding ap-
proach to augment the system's payload capacity. The technology ensures that an in-
truders cannot access confidential data and that its privacy is preserved [25]. 

S. Kaur, S. Bansal, et al, (2020), Using steganography, one can hide a hidden mes-
sage in digital photographs. This study intends to protect an image's transmission from 
outsiders. To encrypt and decrypt images, this study developed a unique Image Hiding 
Encryption and Decryption (IHED) method. In addition, a model Mid Search African 
Buffalo Model is used to identify the Mid-frequency (MF) values before the encoding 
process is carried out (MSABM) [26]. 

Cheng Zeng, jingbing, et al,  (2021), It is proposed to use a CNN-based on color im-
age steganography technique to conceal the secret image behind a cover image of the 
same size. The steganography plan has two elements: the hiding network and the re-
vealed network. The hiding network apply the skip link, which permit the low-level 
elements of the image to be transmitted to each subsequent layer, aiding in the conceal-
ment of the specific information of the hidden information. [27]. 

Kh. Abuzanouneh, M. Hadwan (2021)  suggested using the feature selection method 
in conjunction with a pixel selection strategy to conceal hidden messages. In order to 
make the process of steganalysis difficult, the secret file is spread out and irregularly 
implanted into the stego-image.  The binary sequence of a secret file contains encrypted 
components, and MPPST generates an intricate key that identifies where they are in the 
binary sequence. The Least Significant Bit (LSB) approach, another algorithm from the 
field, and the new approach, MPPST, are contrasted to evaluate their effectiveness [28]. 

L. Tang, D. Wu, et al (2021), proposed a structural field iterative color image ste-
ganography technique based on a fuzzy inference system. The results of the fuzzy in-
ference system, as well as the sensitivity of the human eye to the R, G, and B color 
components, are used to adaptively hide the data using LSB alternates. When determin-
ing the number of bits to encode in the cover image, this methodology uses the outcome 
of fuzzy reasoning as well as the color plane used for coding [29]. 

L. Liu, L. Meng, et al (2022), In this research, a huge capacity secret data method 
based on DNN was developed. It may be used to conceal large-amount color images in 
smaller color images. DNN was used between the information deception and data ex-
traction stages of our method. Along with being employed in pairs, the two networks 
were acquired through adversarial training. The carrier picture and the secret image 
have an information ratio of one to four. [30]. 

5 Quality evaluation metrics 

In evaluating the performance of the proposed model, both subjective and objective 
analyses are used. The subjective analysis employs the Human Visual System (HVS) 
to distinguish the differences between the cover image and the stego image and their 
corresponding histograms. The objective analysis calculates the distortion in the cover 
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file after inserting secret data through mathematical equations. The Peak Signal-to-
Noise Ratio (PSNR) and Mean Square Error (MSE) are used as objective metrics in 
this study. A higher PSNR indicates better quality of the stego-image, while values 
below 30dB indicate poor quality. A high-quality stego-image should aim for a PSNR 
value of 40dB or higher, as the larger the PSNR value, the lower the risk of visual attack 
by the human eye. PSNR and MSE are computed using equations 1 and 2, respectively 
[31 -32].  

 PSNR=10 log10 �
𝑅𝑅2

𝑀𝑀𝑀𝑀𝑀𝑀
� (1) 

 MSE= ∑ [𝐼𝐼1(𝑚𝑚,𝑛𝑛)𝐼𝐼2(𝑚𝑚.𝑛𝑛)]2𝑀𝑀.𝑁𝑁
𝑀𝑀∗𝑁𝑁

  (2) 

Where M and N are the numbers of rows and columns in the input images, respec-
tively. R is the maximum fluctuation in the input image data. 

6 The proposed method 

The proposed model was implemented in a MATLAB R2021a environment. Stand-
ard color images used in experiments are lena.jpg and baboon.jpg. these criteria’s im-
ages have been utilized as sect images and cover images of different sizes in our exper-
iments. The implementing system used the LSB method which used 1-LSB bits in some 
cases, and 4-LSB bits in other cases to hide confidential data. Here, we used a secret 
key to protect the embedded information. The following formula has been utilized in 
our proposed method:  

secret image + secret key + cover image 
when embedding information inside the cover image, the cover image is divided into 

three matrices (Red, Green, and Blue). The secret key is converted into a one-dimension 
array of the bitstream. Each bit of the secret key is XORed with the secret image. 

7 Experimental result  

In this research, the LSB technique is implemented in two ways: first, only the least 
significant one bit (1bit) of each byte of each channel (Red, Green, Blue) will store the 
embedded data, this method is named (1-LSB). Secondly, only the four least significant 
bits of the right half-byte (4 bits) of each byte of each channel will store the embedded 
data, this method is named (4-LSB). Also, two types of images were used in these tests: 
color and grayscale images of different sizes. 

7.1 Image steganography using the 1-LSB method 

As shown above, the 1-LSB method refers to use of only one bit of each byte of 
cover image pixels to embed secret image data. Here, two tests were taken. In the first, 
two color images are used, one as a cover image and the other as a secret image, both 
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in JPEG format. As known, every pixel in a color image contains three bytes for each 
pixel (one byte for each color channel). So, the secret data has been embedded within 
every byte of cover data by insertion them in the position of the first far-right bit. Figure 
4 reveals a standard color image and stego images and their histograms for this test. As 
can be seen in the figure, there is no significant change in the cover and stego images 
and their histograms which shows the effectiveness of the proposed method. As well 
as, PSNR was 42.7557 dB and MSE was 3.4747, these values are considered accepta-
ble. 

 
Fig. 4. Color cover and stego image and their histogram using the 1-LSB method 

In the second test, two grayscale images are used, one as a cover image and another 
as a secret image.  In a grayscale image, every pixel consists of only one byte to repre-
sent the color value (from 0 to 255). here, every bit of the secret data has been embedded 
within every byte of cover data by insertion it in the position of the first far-right bit.  
As shown in Figure 5 below. 

 
Fig. 5. Grayscale cover and stego image and their histogram using the 1-LSB method 
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Some changes in the cover and stego images and their histograms. Despite that, 
PSNR and MSE values are proximity equal to the result of the previous test. 

7.2 Image steganography using the 4-LSB method 

As discussed previously, the 4-LSB technique refers to use of the four least signifi-
cant bits of the right half-byte (4 bits) of each byte to store the hidden data. Using this 
method (4-LSB), two tests are applied. Firstly, color images are used as cover and secret 
images.  The secret data has been performed within every byte of cover data by hiding 
them in the position of the four least significant bits of the right half-byte of each color 
channel.  Figure 6 explains that there is a clear change between the histogram of the 
cover image and the stego image. Also, PSNR and MSE values are 29.29 dB and 27.21 
respectively, these values are considered unsatisfiable. 

 
Fig. 6. Color cover and stego image and their histogram using the 4-LSB method 

In the other test, two grayscale images are used as a cover image and a secret image. 
results showed that PSNR and MSE metrics are proximity equal to the result of the 
previous test. as well as there is a difference between the histogram of cover and stego 
image. Figure 7 shows the histogram results of this test. 
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Fig. 7. Grayscale cover and stego image and their histogram using 4-LSB method 

8 Discussions 

In this study, samples of experiments are implemented for image steganography us-
ing the LSB technique. after that, Subjective and objective analyzes were performed 
for each LSB test. the subjective analysis involved both HVS and histogram, whereas 
the objective analysis involved both PSNR and MSE metrics. The experiments showed 
that the 1-LSB technique resulted an acceptable output and there is no noticeable 
change in the stego image and its histogram when using this method. as well as, PSNR 
and MSE recorded values within the accepted range. on other hand, the 4-LSB method 
resulted in stego image with some distortion. also, PSNR and MSE metrics enrolled 
bad values. 

on the other side, experiments illustrated that image steganography using color or 
grayscale images realize close results, this explains that the LSB method doesn't far 
affect by the type of used images as long as they are of the same type. Table 1 shows a 
comparison of 1-LSB and 4-LSB results based on PSNR and MSE metrics 

Table 1.  Comparison of 1-LSB and 4-LSB results based on PSNR and MSE 

LSB method PSNR (dB) MSE 
Color image steganography using 1-LSB 42.75  3.47 
Grayscale image steganography using 1-LSB 42.76  3.46 
Color image steganography using 4-LSB 29.28  27.21 
Grayscale image steganography using 4-LSB 29.28  27.22 

9 Conclusion 

This research introduced two types of image steganography methods, 1-LSB and 4-
LSB. in 1-LSb, only one bit of each byte of cover image pixels is utilized to embed 
secret image data. while in 4-LSB, the four least significant bits (right half-byte) of 
each byte of the cover image are utilized to store the hidden data. In addition, both RGB 
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and grayscale images are used in the tests. Results showed that the 1-LSB method 
achieved acceptable outputs and there is no noticeable change in the stego image and 
its histogram. in addition, PSNR and MSE recorded scores within the accepted range. 
While in the 4-LSB method, results showed that there is obvious distortion, and PSNR 
and MSE metrics enrolled bad values also.  
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