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Abstract—Edge or fog computing is being used to reduce latency between
end devices and traditional cloud computing. The latest developments that have
improved the hardware aspects of wireless sensors and mobile networks, allowed
other enhancements if such technologies are integrated between them. Regarding
this enhanced heterogeneous environment, the approach of placing services
needs to reconsider the cybersecurity aspects. Reviewing the related work on ser-
vice placement and clustering, we have seen that no technique could be used as
a template for finding the most valuable node about its cybersecurity metrics
when multi-tier computing networks are used. So, we have developed a baseline
method of a solution that fulfills the cybersecurity requirements converging with
a proposed integrated multi-tier wireless networking model. This is achieved by
enhancing the K-means algorithm with added processing steps. Initially, K-
means clustering is executed, then three more specific parameters will define the
cluster members' status, respectively about its confidentiality, integrity, and
availability. The summarized results provided at the end of the process determine
the most trusted cluster member within a cluster of 50 networked nodes which is
recommended to serve as a node for placing securely the requested service. Re-
sults show that our proposal stands and that further studies based on this approach
have enough arguments to be researched.

Keywords—networks service placement, fog and edge clustering, wireless net-

works, mobile communication, CIA triad

Introduction

Wireless sensor networks (WSNs) have opened many new possibilities for emerging
applications in event tracking and surveillance [1]. WSNs collect environmental data,
so this information can be used to support the decision-making process in critical situ-
ations if such sensors are installed for this purpose. Nevertheless, there are challenges
regarding all these new technological paradigms, especially where mobility and secu-
rity are concerned.
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According to our earlier research [2], the model for a recommender system that trans-
mits WSN data through Next Generation of Mobile Networks (NGMN) can be de-
ployed by using multi-tier computing networks. There are plenty of indications that an
integrated model which transmits WSNs data through NGMN, can be deployed using
edge, fog, and cloud computing. Moreover, our findings show that WSNs are consid-
ered a subset of [oT and have the same limitations considering their processing, storing,
and transmitting data. So far, cloud computing is shown as a helpful technology, but it
must be deployed closer to sensor gateways to decrease network latencies and response
time, and this issue would be mitigated by using edge or fog and cloud computing,
where the next generation of mobile networks such as 5G and 6G play the leading role
by improving the latency during data transmission [2].

On the other hand, even though sensitive information and data are hosted in their
environment, the security of customers' data traditionally has been the direct responsi-
bility of the cloud service provider [3]. But, assessing and managing risk in cloud-based
computing systems can be a challenge, since significant portions of the computing en-
vironment are under the control of the cloud provider and may be beyond the organiza-
tion's purview, however, accountability for security and privacy in public cloud deploy-
ments cannot be delegated to a cloud provider and remains an obligation for the organ-
ization to fulfill [4]. Related to this, the Cloud Standards Customer Council (CSCC)
Security for Cloud Computing at 10 Steps to Ensure Success white paper [5] prescribes
a series of ten steps that cloud service customers should take to evaluate and manage
the security of their cloud environment to mitigate risk and deliver an appropriate level
of support [6]. The Cloud Security Alliance (CSA) is the world's leading organization
dedicated to defining and raising awareness of best practices to help ensure a secure
cloud computing environment and, according to their security guidance v4.0, cloud us-
ers should consider the use of data masking or obfuscation when considering a service
that does not meet security, privacy, or compliance requirements [7].

Regarding previous statements and since fog and edge computing are considered
extensions of cloud services to the network nodes [8], we will construct and present in
this paper such a model to define how this integrated solution would be organized con-
sidering information security. The paper aims to provide a baseline for a secure recom-
mender system that can support the decision-making for service placement fulfilling
the CIA (Confidentiality, Integrity, and Availability) triad principles. The focus of the
study is going to be on edge network nodes using wireless communication. Addition-
ally, composing likewise a system will help the process of making decisions for service
placement, dependable on various properties of network nodes that might belong to this
proposed solution model.

This paper is structured as follows: Section 2 shows the related work on service
placement, clustering techniques, and cybersecurity used in WSN, edge, and fog com-
puting. Section 3 presents the formulation of the problems and Section 4 presents the
methodology for solving the problem based on k-mean clustering enhancement. Section
5 shows the results and their analytic interpretation based on the conducted experiment.
Lastly, Section 6 are presented the future research that is obtained from analyses ac-
cording to this ongoing study.
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Our results show that using the CIA triad is possible even in the clustering phase of
network nodes, by giving this an enhanced security approach to placing services for
heterogeneous wireless networks which is the aim of this study. We believe that this
study will serve as a basis to explore further research towards the integration and opti-
mization of information systems according to today's security challenges.

2 Related work

According to our model promises and the aim of our study where the wireless net-
works are on focus, we consider that the proper parameters to be used for service place-
ment should be those which are deployed on a distributed design of control plane, in an
online manner, a dynamic approach of service placement and the mobility support.

2.1  Service placement

Cloud computing networks have a centralized nature of services which does not meet
most of the requirements that decentralized sensors nature and, consequently fog and
edge computing networks have, so this means that placing a service in such networks
that optimize the node request might be a serious challenge, but it might be improved
by applying different techniques [9].

Salaht et al. in their study give an overview of service placement problems in fog
and edge computing. Among others, they present a taxonomy based on their summa-
rized literature review which classifies service placement on required support of pa-
rameters like centralized or distributed, offline or online, static, dynamic, and mobile
or not mobile. Also, they give the currently considered metrics being used to optimize
the deployment of service placement such as latency, resource utilization, cost, energy
consumption, quality of experience, and in a summarized way the availability of net-
work nodes [10].

Susa et al. in their study combined two layers of fog-cloud architecture, aiming to
reduce cloud access latency in [oT scenarios. Accordingly, services can use geograph-
ically distributed network elements in scenarios such as smart cities or intelligent trans-
portation systems, reducing the requirement for additional cloud resources and avoiding
high latency. The presented results demonstrate the benefits of service distribution
across multiple low-latency fog nodes, thus avoiding high-latency access to upper lay-
ers. Furthermore, using a second fog layer enables low latency in moderate volume
service request scenarios where not enough IoT resources are available in a single-hop
wireless connection, but on the other hand no connection to the cloud [11].

To facilitate the bottlenecks of processing data on the cloud due to large communi-
cation latency to real-time applications, Singh et al. by considering the multi-tier nature
of the Edge/Cloud architecture, have proposed an algorithm named RT-SANE which
is security and performance aware. This algorithm provides better performance by
scheduling applications and jobs to be executed in several places based on the distrib-
uted orchestrator and its protocol, compared to all execution to the cloud [12].
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There are different system models for fog computing frameworks based on resource
provisioning that are presented like that of Skarlat et al. where the time-shared provi-
sioning for fog services together with space-shared provisioning decreased by up to
39% [13]. Similarly, a greedy algorithm that optimizes service placement by consider-
ing the gradient approach of bandwidth consumption of both the cloud links and the
fog crosslinks avoids bottlenecks and impairment of applications [14]. A near-optimal
latency while effectively offloading computational tasks across fog and cloud layers
based on an online algorithm can avoid the unpredictable arrival of available neighbor-
ing fog nodes and can be used as an optimization framework for fog formation [15] and
minimizing the latency by suitably selecting the neighboring nodes while effectively
offloading the tasks to the neighboring fog nodes and the cloud [16] as well as reducing
the service delays during fog offloading [17]. This can be enhanced even more by allo-
cating resources to meet service level agreement (SLA) and QoS for optimizing big
data distribution in fog and cloud environments [18] like placing end device services
on virtual distributed fog resources [19].

At edge networks, there is an approach of increasing the utilization of edge resources
by collaborative execution of application modules between neighboring edge nodes
[20] where latency improvement and cost reduction based on the magnitude and loca-
tion of user demands are clustered in multiple small geographical areas through a de-
centralized dynamic replica placement algorithm [21]. Dynamic, distributed service
placement can potentially provide workload orchestration and higher QoE [22].

Besides minimizing cost, maximizing reliability by monitoring the resource require-
ments, usages, and available capacities is considered as well for service placement in
fog and edge networks, so, increasing reliability is another consideration in service
placement at fog computing which increases the overall cost as well. There is a pro-
posed algorithm that provides placement decisions ensuring timely service responses
known as the Cost and Reliability-aware Eagle-Whale (CREW) policy which considers
the distinct types of failures in hierarchical Fog environments [23].

The requirements for most delay-sensitive services are to be treated in an online
manner with a dynamic approach and mobility of service placement. Supporting mo-
bility has always been a challenge in dynamic online service placement. Programming
a mobile fog was one of the first ideas when the concept of fog networks came as a
solution for delay-sensitive services [24], [25].

Mobile fog led to the concept of Mobile edge computing (MEC) once the edge de-
vices increased their capabilities due to technological developments. MEC emerged as
a promising solution for servicing delay-sensitive tasks at the edge network where re-
quest scheduling [26] and an online service tree placement in edge networks, to jointly
optimize the received utility and network congestion by mapping hierarchically sub-
tasks are considered [27], and where the Lyapunov and Markov algorithm for a cen-
tralized scheme are used as the optimization technique for service placement [28], [29].

Mobile edge computing reflected poorly on cellular networks. To cover the non-
cellular networks which require edge computing, in 2017 the European Telecommuni-
cations Standards Institute (ETSI) Industry Specification Group (ISG) changed the
name of Mobile Edge Computing to Multi-Access Edge Computing which supports
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heterogeneous networks using LTE™, 5G, fixed and WiFi technologies [30]. An inter-
esting and motivated approach to service placement is that of using the state of the
underlying community networks to optimize service deployment where a new place-
ment heuristic based on bandwidth and availability is used to deploy the service [31].

According to this, we can say that elements of the CIA triad are treated as related
works, even though not fully like our study intends to do.

2.2 K-means algorithm and technique

K-means is a technique of the unsupervised clustering methods, which was first pro-
posed as an algorithm by Stuart Lloyd in 1957 but was published just later in 1982 [32],
while as a term was used by James MacQueen in 1967 [33]. The K-means algorithm is
referred to as the Lloyd—Forgy algorithm since Edward W. Forgy published the same
method in 1965 [34].

Being considered the simplest learning algorithm that classifies a given dataset, K-
means defines clusters and their centroids, respectively one centroid for each cluster,
through which the issue of clustering is solved [35]. Each cluster represents data with
equivalent properties and is represented by its centroid which is the mean of cluster
members, defined through a process that uses squared Euclidean distance as the simi-
larity measure for cluster membership [36], which is presented by the formula:

J:Zl. ;l 1 Zj I=( 1 d(xi, x;)?, for: i=1,2,...,n and j=1,2,...k (D

Where d(xi, xc)* represents the Euclidean distance that is used to determine the dis-
tance between node x;; with its cluster centroid c;, “i” refers to the number of nodes, and
“j” refers to the cluster number. According to Hasan, A. et al. there are four algorithmic
phases of this process:

Phase 1: Locate the k centroids node in the space which is represented by the data
set, where K is a predefined number;

Phase 2: Allocate every node of data to the specific cluster, which has the nearest
centroid distance;

Phase 3: Once all nodes of data have been clustered, re-determine the locations of
the k centroids;

Phase 4: Reiterate Phase 2 and Phase 3 till no shown change in the location of cen-
troids [37].

Since clustering is used in most studies as a basic technique to define the centroid
which is the cluster’s head node that commonly routes the communication to the base
station, many authors have focused their studies on improving these algorithmic phases
[38-41].

2.3  CIA triad components

Several frameworks define and treat the CIA triad components like the Information
Systems Audit and Control Association (ISACA), the National Institute of Standards
and Technology (NIST), the International Organization for Standardization (ISO), and
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the International Electrotechnical Commission (ISO/IEC) 27001 standard series [42-
44]. The CIA triad consists of three processes which are also the goals of cybersecurity.
These frameworks offer the best practices and guidelines for information security, as
well as requirements to be processed that contain actions through which is provided the
protection of confidentiality, the maintenance of integrity, and the assurance of availa-
bility.

Frameworks that define and treat the CIA triad are more specifically related to tra-
ditional information technologies and are not adequate for technologies such as sensors,
respectively [oT devices. Due to this doubt, we have explored other standards develop-
ers such as the International Atomic Energy Agency (IAEA) and International Electro-
technical Commission (IEC) which deal closer to the nature of sensors, but from their
perspective, only the availability is treated as a critical aspect of security [45, 46].

3 Problem statement

Concluding the related work in Section 2 on service placement and clustering, we
can see that no technique could be used as a template for finding the most valuable node
regarding its cybersecurity metrics when multi-tier computing networks are used. All
the related studies contribute separately to specific issues within its tier of a homoge-
nous network like cloud, edge, or fog and give solutions through which optimize prop-
erties like delays, latency, resource utilization, cost, energy consumption, quality of
service and experience, availability of network nodes or cost minimization by choosing
the proper network node which can provide such as optimized service. This is achieved
by developing new algorithms for specific issues or by enhancing the existing ones
mentioned in earlier sections, and where initially the clustering algorithm such as K-
means is used to serve as a starting configuration which is based only on the distance
mean of the cluster members.

Accordingly, since there is found partially or not any clustering method which con-
siders more than one property of the network node to be employed for serving, there
must be a solution developed which uses K-means clustering as a pre-processing step
and then adds summarized node’s properties based on CIA triad requirements to define
the most trusted cluster member to be chosen for placing services or even representing
the cluster. The solution should be deployed in heterogeneous networks, where the end
devices such as wireless sensors or nodes, respectively communicate between them
through a mesh type of communication topology.

4 Proposed methodology
Since K-means clustering is used specifically for a homogenous network and it is

based on only one property of the node, first we proposed a topology model that consists
of heterogenous networks shown in Figure 1.
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Fig. 1. Topology model of the proposed solution

Accordingly, to be adapted to our topology model and the aim of this study, its clus-
tering technique must be enhanced with additional algorithms based on more properties
of the network nodes. Since there is not found any adequate solution to be implemented
in our model which is shown in Figure 1, we have developed the baseline methodology
of a solution that fulfills the cybersecurity requirements defined by the CIA triad con-
verging with the proposed topology model.

Our methodology is based on the K-means algorithm which is augmented with ad-
ditional processing steps to fulfill the criteria of the CIA triad. Initially, K-means clus-
tering is executed, then three more specific parameters will define the cluster members'
status, respectively regarding confidentiality, integrity, and availability. This protocol
will be executed at the edge or fog computing networks, respectively on a dedicated
server. The summarized results provided at the end of the processes will determine the
most trusted cluster member within the cluster. This cluster member will be recom-
mended to serve as a node for placing securely the wanted service. Bellowed are the
defined steps to accomplish this process:

Step 1. Initiate the network such as node location as the default K-mean parameters.
If a node is not supplied constantly with energy, take the initial node energy.

Step 2. Apply the K-means approach through which the cluster head will be selected
according to the initial network parameters to establish the communication by using the
formula:

D= d (x;, x.)° ®))
or with initial node energy:
Dre= e/d (x;, x)? A3)

where d is the distance, and e is the energy.
Step 3. Gather the parameters of each cluster node that relate to confidentiality (i.e.,
identity management and or others), integrity (i.e., data encryption and or others), and

iJIM - Vol. 17, No. 11, 2023 121



Paper—A Secure Recommender System Model for Service Placement in Wireless Networks

availability (i.e., resource utilization and or others). The related parameters are summa-
rized according to each CIA component and bring the respective weight for each of
them.

Step 4. Evaluate nodes by highest weight to generate a trusted value per each of
them. After computing the parameters, a threshold is applied to define the eligibility of
node selection to be recommended.

Step 5. Recommend the most trusted node based on the selection function formula:

Ri(f) = wi*d + (wotws+wy) * trusted value 4)
or:
Rie(f) = wi* (e/d) + (wotwstwy) * trusted value ()

where w;, wa, ws, and wy have their weight values which are between 0 and 1.
Wherefore, the sum of w;, w,, ws and w, should not exceed the value 4.

(Wi +wr+ws +wy <4 (6)

where w; and the trusted value might be optional thresholds of the vendor, respec-
tively might be an optional threshold of service commitments for QoS/QoE according
to SLA with the service provider.

Step 6. Decide for accepting the recommended node and initiate service placement
or cluster head selection.

Step 7. Perform encrypted data transmission according to chosen cryptography tech-
nique.

Step 8. Keep monitoring, if parameters change to perform a new gathering of node's
parameters, if not stop the process, and continue the service.

5 Setup and results of the experiment

To initiate the simulated experiment, first, we built the layout of the node's network
which represents the edge or fog devices. We considered an optimal network that would
be according to our problem statement and sufficiently to the aim of this study, using
MATLAB as a programming and numeric computing platform [47]. This network con-
sists of 50 wireless nodes, randomly distributed within a space of 10 square kilometers,
whose parameters are presented in Table 1.

Table 1. Network parameters

Number of nodes Network length Network width Nodes alignments
50 10 km 10 km Randomly

Since we want the nodes of the network to be part of a wireless mesh topology of
the communication network which is randomly distributed throughout the environment,
we developed the first algorithm that is used to represent their layout, as follows:
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Algorithm 1: Node alignments
Require the inputs:
Number of nodes
Networks length
Network width
for i=1 to the number of nodes do
initialize coordinates of x(i) and y(i) by random
values
plot the nodes in the location
text the nodes accordingly
end
write locations to the dataset file

This algorithm requires the network environment parameters that are the first data
of our dataset defined in Table 1. Execution of the algorithm provided us with the figure
of node alignments within the network perimeter, as well as the dataset file which we
used for further work. Figure 2 shows the nodes' alignment and the properties of the
network.

Node Alignments
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Fig. 2. Node alignments

Next, we used the generated file as a dataset with the node's location to do clustering
with K-means. To achieve this, we build the following algorithm running the pseudo-
code of K-means:

Algorithm 2: K-means clustering and Centroid selection
Require:
Load the dataset file from Algorithm 1
Read distance values from KmeansFunction ()
for i=1 to 5 do
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build a numeric matrix and assign it to input as-
signments (X)
k-mean clustering of nodes into one cluster
calculate cluster center location
end
plot the nodes in their clustered location
plot the centroid of the cluster

The second algorithm first loads the dataset that is built by the first algorithm and
then applies the K-mean function. This gives us the clustered nodes and defines the
position of the centroid, respectively the cluster head, according to the K-means default
algorithm which is expressed by equation (1). Then this is plotted as shown in Figure 3
which shows the output of the second algorithm.

K-means Cluster Assignments and Centroid
10000 T T T A T

A A A A
9000 - A A a B
a A
8000 f A A I
A
7000 - —
A A
; 6000 A A B
] A
=1 A
= L A A 4
2 s A
3 a Xa
2 wwl A A A -
A
3000 - A A -
A
A
2000 - A A A —
A A A A

1000

A Cluster 8, A A A
X Centroid
1
0 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000
Network Length(m)

0

Fig. 3. K-means clustering and cluster head (centroid) selection

Then in the third algorithm, we added the parameters of confidentiality, integrity,
and availability. Since we do not have the real parameters, we added random values
according to our commitment in Section 4 of our proposed methodology, based on the
given equitation (6), where we skipped the optional values.

Algorithm 3: Random values
Require: Results of Algorithm 2
for i=1 to the number of weight calculations of CIA pa-
rameters do
random values for confidentiality from 0 to 1
random values for integrity from 0 to 1
random values for availability from 0 to 1
calculate the total sum of values per row
end

124 http://www.i-jim.org



Paper—A Secure Recommender System Model for Service Placement in Wireless Networks

find the coordinates of the node with the highest wvalue
show the recommended node for service placement
plot the cluster with all information

The third algorithm first requires the results of the second algorithm, then it gives
the random cybersecurity values at each node and finds the coordinates of the preferred
node for recommended service placement. In the end, the algorithm plots the results.
Figure 4 shows the results of our simulated experiment, where are presented the nodes,
their centroid node, and the recommended node to be chosen for service placement
based on CIA parameters.
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Fig. 4. Summarized results of the experiment

As it seems in Figure 4 the recommended node is different from the centroid, which
means that the most trusted node for placing a service by taking into consideration pa-
rameters of the CIA triad would be deployed at different locations, respectively cluster
members.

6 Conclusions and future work

Confidentiality, integrity, and availability, known as the CIA triad, have been used
as a framework for information technology by excluding the sensor networks due to
their computational limitation. According to this, we have developed a baseline meth-
odology of a solution that shows how to fulfill the cybersecurity requirements in the
clustering algorithm, converging with the proposed model that integrates WSNs, edge,
fog, and cloud computing. Our methodology is based on the K-means algorithm which
is enhanced with additional processing steps to provide the criteria of the CIA triad.
The study uses the CIA triad as metrics considering a distributed design with dynamic
systems that supports mobility and satisfies the private cloud deployment, which allows
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different case scenario deployments that use the wireless mesh topology of the commu-
nication network.

To accomplish this, initially, we referred to our ongoing research which is based on
published results of a systematic literature review [2]. Then, we continued with findings
on related works which supported us to formulate the problem statement regarding
placing a service considering the cybersecurity manner. This led us to the baseline
methodology of a solution that fulfills the cybersecurity requirements defined by the
CIA triad converging with the proposed model. To achieve this, we proposed the solu-
tion by using the K-means algorithm which is enhanced with additional processing
steps to provide the criteria of the CIA triad. Results provided by our basic experiment,
conducted using MATLAB, show that our proposal stands and that further studies
based on this approach have enough arguments to be researched.

In this paper, which is the first try to include CIA parameters in a clustering algo-
rithm, we treated the problem in a general manner by doing the simulated experiment
taking random values. These values need to be more deeply analyzed to find specific
values which present the weight of CIA triad components on placing a network service
according to a secure recommender system, respectively its algorithm. Consequently,
the continuity of future research needs to treat this proposed solution. Since we consid-
ered, based on our survey in Section 2, that availability is more treated by respective
authors in their studies about wireless communication and heterogeneous networks, our
future work will be focused on confidentiality and integrity as a cybersecurity need for
such technologies.
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