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Abstract—Information hiding one of the important field of security which
provide secure level for the information. Achieving multi levels of security sys-
tem often researchers used cryptography side by side with steganography. Utiliz-
ing message digest algorithm to play the role of crypto which is extracted from
secret created database. Message digest algorithm (MD5) used two times as one-
way function to provide data integrity. The implemented system evaluated based
on peak signal to noise ratio (PSNR) metric and the best value reaches 62.46. the
proposed system works in adaptive behavior due to the different use of images
as well as the selected point could be used to generate the hash code as well. The
implemented system reaches up to sufficient level of security through using both
steganography and cryptography.

Keywords—information hiding, hash function, message digest 5 (MD5), data-
base, stego-systems

1 Introduction

Information security become in need due to the increasing transferring for sensitive
information through the internet. A lot of available works in the information security
system trying to mix two or more levels of security that’s depends on the user demands
and the importance of the information itself these levels can be achieved using ste-
ganography and cryptography as well [1-4]. In the cryptography algorithms the secrete
message encrypted to achieve conditionality for the information the steganography used
to hide the encrypted message in the appropriate cover this process one of a several
ways to use steganography and cryptography. The general steganography models can
show in the Figure 1.
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Fig. 1. General stenographic model [5]

Hash functions A hash function H is a transformation that takes a variable-size input
m and returns a fixed-size string, which is called the hash value h (that is, h = H(m)) [6,
7]. Hash functions with just this property have a variety of general computational uses,
but when employed in (cryptography, steganography) the hash functions are usually
chosen to have some additional properties. The basic properties of the hash function

[6]:

a) the input can be of any length,

b) the output has a fixed length,

¢) H(x) is relatively easy to compute for any given x.
d) H(x) is one-way,

e) H(x) is collision-free.

Hash functions used for many kinds of security areas the main role is to achieve the
integrity. Hash function used [8]

a) Used Alone

o File integrity verification.

e Public key fingerprint.

e Password storage.
b) Combined with encryption functions.
¢) Information hiding.

In this paper message digest 5 (MDS5) Hash function used for two times, first com-
bined with encryption and second achieve integrity verification. MDS5 is an improved
version of MD4. Although more complex than MD4, it is similar in design and also
produces a 128-bit hash [9, 10]. While database created as secret database available in
the sender and receiver side.

The main loop of the MDS algorithm can be shown with in Figure 2.
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Fig. 2. MDS5 main loop

The main loop of the MD5 algorithm contains 4 round these lops continue for run-
ning 512-bit length of the message as required. The four variable copied into other var-
iables like (a copied A, and b copied B and so on). At each round the different operation
applied in 16 times in such a way that each operation process nonlinear operation on
variables a, b, ¢, and d. the functions can be applied at each operation.

@, ""I.""a "“"1 " denote the XOR, AND, OR, and NOT operations respectively.
These functions are designed so that if the corresponding bits of X, ¥, and Z are inde-
pendent and unbiased, then each bit of the result will also be independent and unbiased.
The function F is the bitwise conditional: If X Then Y Else Z. The function H is the bit-
wise parity operator. One MDS5 operation can illustrated using Figure 3.
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Fig. 3. One MDS5 operation
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Sample 10 of the created spider database images can be shown with the Figure 4.
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Fig. 4. Spider database sample

From the Figure 4 which contains set of samples of spider images it’s clear that each
image of the spider has different direction as well as different size of the spiders. And
thus, different directions with different size provide good possibility of variation to
choose places in cover images, because such points will affect the MDS5 output algo-
rithm.

The proposed system in this paper evaluated using peak signal to noise ratio (PSNR).
The PSNR value depend on the mean square error (MSE). The MSE value can compute
using the Eq. (1)

1 !
MSE = —— %L1 21 Zraal U jm — Lijm)?] (1M

Where, MNK are the values of the RGB image. I; j -y represent the original image
(cover image) and I('l-, ) Tepresent image after processing (stego image). When the
value of MSE obtained the PSNR value calculated based on the Eq. (2) [11, 12].

MAX?

PSNR =10 10g10(m) (2)

The MAX, value represent the highest scale value in the image

The database contains 150 images of different sizes each one of these images have
index. Such data have to be available to start hiding and extracting secret messages in
the designed implemented proposed system. The proposed system as security system
could work not only in secure hide information in medical images [13-17], but also in
homomorphic hiding side by side with database prototype [17-20].
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2 Proposed system

There are two main algorithms proposed first for hiding and the second algorithm
for extracting. The cover media used in this system is RGB image and the secret mes-
sage of text type. The following steps shows hiding algorithm:

Proposed Hiding algorithm

Input: plain text (p), spider database (Sdp), cover image (RGB)
Output: stego-object

Process:

1. Generate Hashes for the database using message digest algorithm.

Hdp = MD<(Sdp)
3)

“Hdp will be sent as secret key which is hidden at the end of the message”

2. Select random picture from spider database (Sdp).

3. Mapping the selected picture from the database on the center of the cover image to
obtain the set of ends eight points S, = {p;..pg} -

4. Obtain hashes for set of eight points S,,. Where

H, = MDs(S,) (4)

5. Encrypt the plain text based on the Eq. (5) and Eq. (6).
c=H,Dp )
¢, =¢co @ Hdp (6)

6. Calculate hiding starting point (Hsy,) using the following process:
I Hgy, = MDs(Hy, + Wy). Such that Wy, Hy, represent the width and height of the
cover image.
I Hgy length will be 128 bits divided into two parts of 64-bit length.
1T apply X-or operation getting 64-bit.
IV obtaining 16 bits by division and x-or operation is sequences of step Il and IV.
V The 16 bit will be divided into 8 bit each (X, Y) converted to decimal
W, =X mod W, ),
and H,, =Y mod Hy, .
The hiding starting point (Hgp,) will be (W, Hy,).
7. The hiding will be in the valid pixels range ;. , V. = T, — S, such that T, represent
the total number of pixels in the cover image.
8. Hiding targeting 6th and 7th bits in the valid pixels range V..

The proposed hiding algorithm in system can be represented with following
flowchart as show in the Figure 5.
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Fig. 5. The proposed hiding flowchart

The end of the process of hiding will produce a stego-object which is represented by
the cover image as well as encrypted plain text hidden inside. One of the important
things have to be mentioned that the value of the hash code will be send as secret key
such code generated from spider images database to add one more of security level for
the proposed system.

The receiver will get a stego-object and hash database will use them as input for the
extraction algorithm and the aim for this algorithm is to get plain text (secret message)
the extracting algorithm as follow:

Proposed extracting algorithm

Input: Stego-object, Hashes database Hdp
Output: Plain text (p).

Processes

1. Determine required database picture based on received Hdp.

2. Mapping the selected picture from the database on the center of the Stego-object to
obtain the set of ends eight points S, = {p;..pg} -

3. Obtain hashes for set of eight points S,,. Where
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Hy, = MDs(S,).
4. Obtain extracting starting point (Hg,) using the following process:
I Hg, = MDs(H,;, + Wy). Such that Wy, Hy represent the width and height of the
Stego-object.
Il Hgy length will be 128 bit divided into two parts of 64-bit length.
IIT apply X-or operation getting 64-bit.
IV obtaining 16 bits by division and x-or operation is sequences of step Il and I'V.
V The 16 bit will be divided into 8 bit each (X, Y) converted to decimal
W, = (X mod W) ,and H, =Y mod Hy, .
The extracting starting point (H,) will be (W, Hy,).
5. The hiding will be in the valid pixels range V. , V. = T, — S, such that T, represent
the total number of pixels in the Stego-object.
6. Collecting 6th and 7th bits in the valid pixels range V.. To get ¢;. While the last 128
bit representing Hdp for checking.
7. Decrypt the plain text based on the Eq. (7). And Eq. (8)

p. = ¢ O Hdp ()
Po = Hp @ P1 (8)

Thus, p, represent the plain text.
The proposed extracting algorithm can be showed with following Figure 6.
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Fig. 6. Proposed extracting flowchart

Taking sample for secret message of two bytes (16 bits) to be hide in the cover image
using the proposed hiding algorithm. After determining the starting points (Hsp) and
valid range of the cover image ( V) the hiding process starting in the 6™ and 7 bits as
shown in the Figure 7.
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Fig. 7. Hiding 16-bits secret message in 8 pixels

The valid pixel range in the cover image shows with the orange-coloured Colum on
the left side which represent only one band of the colour image of (RGB). On the other
hand, the right side of the Figure 7 show the stego-image which contains the secret
message with blue colour.

3 Results and discussion

The result of the proposed system measured based on PSNR metrics for the quality
of the system. Table 1 shows the size of the cover image with the size of the secret
images and the randomly selected the image as well as the generated hashes Md5 for
the image while the finial column clearing the values of the PSNR for each run process

in rows.

Table 1. Results evaluation based on PSNR metric

Cover image size |Secret message size| Selected image MDS for image Peak signal to
(pixels) (kilobyte) (indexed) 8 noise ratio (PSNR)
128* | 18 8c95757bec1bc9d4795 5738
128 342ecfb39887f ’
256%* 5fcb74cd63e960be707
256 2 ? c45ec7c98a994 60.12
300* 2ae45841d10b816ab86
300 3 3 ff1d2772dc848 61.82
512% bfe228f7cSace87abc52
512 4 2 20d7b511a501 62.46
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There are a lot of consequences have to be considered when achieving hiding process
and one of the most important one is to take care of the subjective and objective metric
to measure the efficiency of the proposed system. The PSNR is the common metric
used I most of the paper to validate the hiding process that is obtained for the various
run of the system with different size of cover images as well as different size of the
secret messages and the minimum vale of PSNR is 57.8 to hide 1 K secret message
inside 128*128 pixel cover image while maximum value of PSNR is 62.46 to hide 4K
of secret message within 512*512 pixel cover image.

4 Conclusion

This kind of security system will be complex enough to protect may types of infor-
mation because of using database of images which is shared between sender and re-
ceiver as well. Utilizing of hash function MD5 which is generated to secure the selec-
tion of the image database. As advantages of using such system is to obtain 128 bit
using MDS5 on the eight points through mapping the images on the cove such bits used
in the encryption process. The proposed system used mechanism for determine the
starting point of the hiding based on the height and width of the cove image. The value
of the PSNR shows system work well when the cover image size increased as well as
the size of the secret message increased also.
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