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Abstract—The guard tour system helps companies and organizations to
monitor their security activities such as protecting people, buildings, assets, or
equipment. According to the existing system, the patrolling at each checkpoint
is being executed by using RFID-based digital data loggers that records and
save all patrolling entries internally. The data will be transferred manually by
the guard once the patrolling is completed. In some cases, when there is a prob-
lem with the device, the system unable to retrieve the patrolling data that has
been already stored in the device. In addition, the current system also not be
able to track the guard’s movement, patrolling information, and incidents in re-
al-time basis. The main aim of this work is to develop a Security Guard Patrol-
ling, Monitoring and Reporting (eSmartGuard) system that able incorporates
many unique and intelligent technologies such as NFC, GPS and IoT to records
and save the patrolling data automatically on the cloud/server in real-time basis.
An important value-added feature of the system is real-time incidents notifica-
tion that able to notify any risk of the guards instantly to the security officers.
Furthermore, through the eSmartGuard, the patrolling information such as date,
time, GPS coordinate, guard ID can be monitored and retrieved remotely via
proposed Mobile Apps and Web at a convenient time. The eSmartGuard patrol-
ling system is proposed to improve the safety of the people and assets by assist-
ing the security guards to perform their patrolling duty efficiently.

Keywords—guard patrolling, Global Positioning System (GPS), Internet-of-
Things (IoT), Near Field Communication (NFC), smartphones

4 http://www.i-jim.org


https://doi.org/10.3991/ijim.v17i11.35483
mailto:vigneswara@utem.edu.my

Paper—A Mobile and Web-Based Security Guard Patrolling, Monitoring and Reporting System to...

1 Introduction

A guard patrolling system is used in universities, companies, or any organization to
improve the safety level of the people and assets by assisting the security personnel to
patrol and performs their duty efficiently. The patrolling tags will be installed at mul-
tiple points along the patrolling routes with unique Identification (ID) which identify
different locations/points or routes. The guards will patrol according to their planned
routes and records their arrival by scanning the tags with the reader device. The guard
patrolling system helps the organization to provide excellent and efficient implemen-
tation of standard operating procedure (SOP) and improve the security of the assets
and premises.

A Watchclock is one of the oldest guard tour systems, but it is a mechanical clock
still used by some of the security guard all over the world. It is using mechanical
algorithms that required a several key and a paper tape. The keys are the same as the
one commonly used by peoples to rotate the lock. But for watchclock, the keys will be
inserted into the box and rotate, now the key is rotated, checkpoints and current time
will be numerically stamped on the paper tape. The keys will be placed at several
checkpoints or locations. The security guards need to go from one checkpoint to an-
other to stamp the date and checkpoints number onto the paper during their patrolling
session. The authorized administrator can only check the status of patrol after the
security guard completed all the checkpoints. Therefore, this antique system does not
provide real time arrival checking and has no ability to generate patrolling reports
based on weekly, monthly, or yearly. Besides that, the watchman’s clock is bulky to
carry around and paper tape inside the box needs to be changed regularly after the
patrolling is done. Thus, this is involving high maintenance fee.

Hicham EI Mrabet [2] has presented advance monitoring and reporting system us-
ing connected objects and RFID technology. Digital based RFID data loggers are the
most used technologies by the security guard now. Even though it has same function-
ality with the watchman’s clock, but it uses electronic rather than mechanical compo-
nents. Since it is using electronic component, the patrolling records will be in the term
of digital form. Therefore, the size of the data is smaller compared to Watchclock’s
paper tape. An electronic wand that security guards always carry during patrol called
RFID readers. The physical size of the RFID reader depending on the manufacturer,
but usually a small device with the size of a stick or pen. The 'RFID chips' are passive
tags that are placed in locations that security guards must go through. When security
guards scan the chip, the wave will be reflected to the RFID reader, therefore the chip
will be activated, and the data will be sent to the reader during reflection.

During patrols, security guards will stop at each checkpoint and scan with RFID
reader. The location of the checkpoints and the current time will be recorded in the
RFID reader. Once rounds completed, the patrolling data will be downloaded manual-
ly into a computer via USB. The data need to be downloaded before the sensor
threshold is exceeded, otherwise the data may lose. Since records are saved internally
on the device, therefore the security officer is not able to monitor patrolling activities
in real-time basis. One of the main drawbacks of digital based data logger system is
the cost to replace or repair the machine is expensive when it damaged. In addition to
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that, the digital data logger needs to be charged regularly and changed when battery's
health is significantly degraded. This eventually leads to higher maintenance cost to
maintain this device. Besides, it also does not provide a real-time reporting system to
monitor guard’s activity instantaneously. All the records in the digital data logger will
be lost permanently and unable to retrieve if the device is stop functioning. Lastly, all
reports from the system need to be downloaded manually via USB connection by the
guard security officers or administrator which might not be practical to obtain the
reports instantly or remotely.

2 Background study

A guard patrolling system is used to ensure the safety and security of premises
such as university. In general, security guards assigned to visit pre-determined check-
points at regular intervals and perform safety checks. Karakaya [3] has proposed a
wireless control system based on smart Bluetooth and IBeacon technology for audit-
ing the patrols. He proposed the used of smartphone with IBeacon in their security
systems and developed a Web-Based application to generate and retrieve the patrol-
ling reports that have been scanned by the guards. If patrol is completed, all data pa-
trolling will be saved in the database. However, the scope of this patrol is a lengthy
process depending on the size of the area. The larger the area, the more checkpoints
need to be scanned, and more risk involves to the guards while they perform their
patrolling.

Faizul [4] has proposed GuardExpert PRO: Application-centric IoT solution for
Guard Touring System (GTS). The GTS is developed to records and manages guard
patrolling tasks and activities in an efficient way. The system is also used to ensure
that the guards complete their daily patrols without missed. The author used IoT tech-
nology in their guard touring system to connect to internet through cellular network.
The data collected by the NFC reader will subsequently be transferred to a cloud
server through the internet, where the administrator is able to retrieve them at their
convenient time. However, the GuardExpert PRO only focused on improving their
patrolling management system while the safety of guards while on patrol was neglect-
ed.

Mobile devices that are incorporated with GPS and NFC have been used widely in
most of the works related to security and management system. Asadullah Shaikh [5]
has presented some of mobile app-based applications that incorporate with GPS in his
work. Alexopoulou [6] has also presented the approach towards cognitive flexibility
and the ways it is affected by mobile and advanced information and communication
technologies. Keau [7] has proposed a Smart-Hadir system to record student attend-
ance digitally during a class session. He has developed a system that able scan the
available beacons that incorporated using NFC or QR code. Through the system, the
student’s attendance will be immediately captured and saved in database.

Saare [8] has provided a systematic review on the usability evaluation of mobile
tracking applications namely information tracking, location tracking, information, and
location tracking. He concluded that effectiveness, efficiency, usefulness, and accura-
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cy are the most important characteristics of the usability of mobile tracking applica-
tion. In addition to that, Ching [9] in his work has discussed on the acceptability and
usability of an android-based measurement mobile-app.

Ali [10] had presented a comprehensive literature review on the use of [oT, big da-
ta analytics and mobile application in facility management processes. In his work, he
concluded the incorporation between IoT, big data analytics and mobile application
significantly reducing management costs and improving facilities performance and
service quality. Similar work reported by Fan [11] by incorporating hybrid wearable
sensor network system with [oT for safety and health monitoring applications.

Several recent studies [12, 13, 14, 15] has suggested some NFC-enabled systems
such as Incentive Lynx Security, inViu NFC-tracker, and NFC Patrol to improve
security patrolling and management. Basically, the checkpoints will be mounted with
NFC tags in a building. Once the NFC tags were scanned with NFC-enabled device,
the tags UID will be sent to server over the Internet instantly. By using this system, a
security guard can prove their presence at the checkpoint to their security officers in
real time basis. Some of the system such as Incentive Lynx Security uses the Global
Positioning System (GPS) in the phone to detect the position of the security guards.

The use of NFC technology is still relatively low. NFC is a short-range advanced
wireless technology that makes consumers' life more convenient and easier. Most of
NFCs just require a read-only device to operate Singh [14] has given an exposure of
NFC technology to security attacks. According to his study, the NFC provides nu-
merous benefits as it can be used for data transfer, connecting to other devices, per-
forming cashless payments, and making simple transfers with only one touch. How-
ever, without preceding technologies like RFID, advancements in NFC technology
would not have been possible [15]. Noor Cholis Basjaruddin [16] has described the
use of NFC technology that enables mobile phones to store important data safely and
reliably in his work. He has proposed a special application to allow NFC off-line data
transfer between mobile phones and modify the NFC data by using special authentica-
tion system.

Devices that fulfil the ISO/IEC18092 and ISO/IEC14443 standards are also re-
quired to utilize NFC technology as stated in [15]. NFC is divided into three catego-
ries which is Peer-to-Peer mode, Card Emulation mode, and Reader/Writer mode
[15].

Peer-to-peer mode as shown in Figure 1, allows users to connect with other devices
to exchange data, social networking, and transfer money [15].

g@h{

Fig. 1. Peer-to-Peer Mode NFC Connectivity
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Card emulator mode as shown in Figure 2, allows devices to create contactless
smart cards. This mode is used by loyalty cards, identity or access cards, credit cards,
and debit cards.

NFC Tag
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Fig. 2. Card Emulator Mode

Reader/Writer mode as shown in Figure 3, able to read data or information from
and to NFC tag. Mostly this mode is used for social networking and location-based
services as stated in [15]. Where the NFC tag has been program for a specific point
and after it scanned, it will be read and store the information to the database.
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Fig. 3. Reader/Writer mode

3 eSmartGuard system design

Figure 4 and 5 depicted the system architecture and flowchart of eSmartGuard sys-
tem respectively. Based on system architecture diagram shown in Figure 4, the
eSmartGuard consists of guard mobile app, superior mobile app and the admin room
which is known as eSmartGuard web dashboard app. Both mobile and web apps will
be connected to cloud server (remote storage) via WiFi or cellular networks. The
number of NFC tags also will be installed around the premises (known as check-
points) to assist patrolling process.
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Fig. 4. eSmartGuard System Architecture
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At the beginning of the eSmartGuard process, the security guards will be directed
to the login page. This interface is developed to obtain username and e-mail before
allowing guards to enter the main App interface. These credentials are required to
ensure the safety and prevent any possible hacking to the system. Based on this au-
thentication, only the pre-registered guards can login and access to eSmartGuard sys-
tem application. New users are required to register and sign up with authorized supe-
rior at the main control center by using eSmartGuard web dashboard system.

The guards are required to switch on GPS and NFC features before the proceed to
login page. If the guard access the interface without these features enabled, a reminder
message will be popped by the system to remind the user. Next, the main interface of
the system will prompt the user to enter the number of checkpoints that requires to be
patrolled. If the user chooses not to enter the number of checkpoints before start pa-
trolling, then the application will automatically choose it based on previous entries.
However, the user still can choose to enter the number of locations or checkpoints that
need to be patrolled based on the instruction received from patrolling manager.

The NFC tags will be installed at multiple checkpoints at any premises. The guard
will carry NFC reader (NFC enabled smartphone) to patrol according to their planned
routes and records their arrival by scanning the NFC tagged at checkpoints. Security
guards can access a detail list of existing as well as upcoming checkpoints at the
premises. This information is processed in real-time and helps to keep a check on all
the checkpoints of the premises. Once the NFC tag is scanned, patrolling information
such as checkpoint names, coordinate, scan timings and guard ID will be sent auto-
matically to the cloud server via cellular or WiFi network. If the checkpoint doesn’t
have any internet connection or connection lost, the application will switch to cellular
network and send the data by using SMS service. Received SMS containing user
information will be recorded before duplicating them into the cloud database.

When guard start scanning the first NFC tags, the timer will be activated. The lay-
out will display the time left on the bottom part of the interface. The countdown timer
will be set by the administrator cannot be modified by the guards or client. After the
timer starts, the guard must scan the next NFC tag within predefine time. The count-
down timer will be reset for each successful scan until the guard passes all the check-
points. If the countdown timer is expired before the guard reaches next checkpoint,
the application will detect the guard's current location via GPS and send this infor-
mation to cloud database for emergency recording purpose. In addition, the applica-
tion will send an alert message directly to the superior via WhatsApp, SMS and e-
mail. After the guard scanned all the checkpoints, the application will end the patrol-
ling process and a "Successfully Done!" message will be appeared on the screen to
indicate that the guard has successfully patrolled all the given checkpoints. All
scanned information can be monitored and retrieved remotely by using eSmartGuard
web monitoring dashboard. The eSmartGuard patrolling reports can be downloaded in
customize format (i.e., hourly, daily, weekly, monthly or yearly) as per needed.
Therefore, the developed eSmartGuard also offers dedicated assistance to report any
untoward incident immediately.

The eSmartGuard system also helps to report any risk and incidents that the guards
encounter during patrolling automatically. This is to ensure the safety of guards while
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they are patrolling at any premises. This information is processed in real-time basis
and helps to keep a check on all the checkpoints during patrolling.

4 Conclusion

The eSmartGuard system records the patrol activities of guards according to the
patrol plan and ensure the guards accomplish their tasks at specified point and within
the predefined time interval. The guards will patrol according to their planned routes
and records their arrival by scanning the NFC tagged checkpoints with smartphone.
The system is connected wirelessly to its cloud database on the internet. The database
of the system has been successfully completed as it is able to receive the information
sent by the mobile application through internet or SMS. Besides, the superior can
monitor the progress of their planned guard tour by retrieving the information from
the database remotely via their personal computer or smartphones. The system also
designed to automatically notify any incidents during the patrolling via WhatsApp,
SMS and email to authorized personnel. This can be done by pressing the emergency
call manually or automatic time-out by eSmartGuard patrolling system. This system
can help the organization to provide excellent and efficient implementation of Stand-
ard Operating Procedure (SOP) and improve the security of the assets and premises.
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