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Abstract—The internet of things (IoT) revolution has been sparked by the
exponential increase in connected devices caused by recent advances in wireless
technology. These embedded devices gather, analyze, and send vast data via the
network. Data transmission security is a primary problem in IoT networks. Sev-
eral lightweight encryption/decryption algorithms have been developed for such
resource-constraint devices. One of most effective and fast lightweight encryp-
tion algorithms for IoT applications is the Tiny Encryption Algorithm (TEA).
TEA has few lines source of codes to implement and based on Feistel structure
to provide cryptographic primitive confusion and diffusion features in order to
hide statistical aspects of plaintext. However, it is vulnerable to assaults using
equivalent and related key attacks. This study suggested modifying TEA by em-
ploying a new proposed generating keys function using two Linear Feedback
Shift Registers (LFSRs) as a combination to address the security flaw caused by
utilizing different keys for each round function. The key sensitivity, Avalanche
effect, and a completeness test were used to evaluate its security performance.
The key sensitivity of the proposed modified TEA outperforms original TEA by
50.18 % to 44.88 %. The modified TEA avalanche effect outperforms TEA by
52.57 % to 47.69 %, and its completeness test outperforms TEA by 51.75 % to
48.36 %. Experimental results indicates that, the encryption performance of pro-
posed modified TEA is better than original TEA.

Keywords—IoT, information security, block cipher, LFSR, lightweight cryp-
tography, Feistel structure

1 Introduction

With the extensive development of the Internet of Things (IoT) and computer tech-
nology, the era of IoT has arrived; information technology has always influenced our
work and daily lives. Due to the openness of the Internet's information system, the issue
of information security is receiving increasing attention and must be resolved immedi-

ately [1], [2], [3], [4].
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In many instances, the typical security protection based on software cannot provide
sufficient system security. Hackers are capable of attacking the operating system and
stealing crucial data.

IoT security technology is required for many application scenarios, such as industrial
control security, innovative car safety, and intelligent home security [5].

Encryption and decryption technology is a best choice to safeguard our property se-
curity, secret data, and personal information, and along with their proper use, can ef-
fectively ensure the system's security.

But traditional cryptographic algorithms do not work well for IoT devices because
of limited power, bandwidth, execution-time, and computation capabilities [6]. There-
fore, lightweight cryptographic algorithm that uses less energy is important for devices
with limited resources, such as those that run on batteries [7]. Hence, several light-
weight encryption/decryption algorithms have been developed for such resource-con-
straint devices such as TEA [8], XTEA [9], PRESENT [10], RC5 [11], and HIGHT
[12].

One of most effective and fast lightweight encryption algorithms for resource-con-
straint IoT applications is TEA. TEA has few lines source of codes to run, which is
based on Feistel structure to provide cryptographic primitive such as confusion and
diffusion features in order to hide statistical aspects of plaintext. TEA is suited for ap-
plications that demand low-power consumption, high-performance, low-battery. TEA
is capable of meeting these conditions and resists differential cryptanalysis.

However, TEA's straightforward key scheduling is its greatest weakness [13]. Due
to TEA's simple key scheduling, equivalent key attacks are possible. Numerous TEA
modifications have been suggested over the last few years to solve the issue [14], [15],
[16], [17].

This research intended to modify original TEA in order to overcome its shortcom-
ings and vulnerabilities and improve its security. The proposed modified TEA suggests
employing a new generating keys function using two Linear Feedback Shift Registers
(LFSRs) as a combination to address the security flaw caused by utilizing different keys
for each round function. The security and performance of proposed modified TEA are
evaluated using three standard statistical analysis tests, the key sensitivity, avalanche
effect, and completeness test and comparing with stat-of-art researches.

The structure of this paper is organized as follows: Section 2 presents current related
works. Feistel structure is illustrated in section 3. In section 4, the original version of
TEA was illustrated. The feedback shift register is stated in section 5. The description
of proposed work is presented in section 6. Section 7, the results are given and security
analysis is evaluated. Finally, conclusion and for future enhancements are presented in
section 8.

2 Related works

The original developers of TEA implemented improvements to the method after dis-
covering its flaws; however, the security performance of the original method was not

iJIM - Vol. 16, No. 20, 2022 99



Paper—Simple Lightweight Cryptographic Algorithm to Secure Imbedded IoT Devices

evaluated using avalanche effect and completeness tests [8]. Numerous TEA modifica-
tions have been suggested over the last few years to enhance security of TEA.

In 2013, Abdelhalim et al. proposed MTEA as a modified for the original TEA using
one LFSR to solve the problem of equivalent key. LFSR was used as a key generator
instead of TEA original key to produce new key every round. Through avalanche effect,
MTEA reveals better security performance result than TEA [14].

In 2018, another improvement for the TEA algorithm was using the new SBOX.
SBOX is based on a nonlinear Boolean function which used to generate new keys every
round. This improvement increases the TES's security to some level. Their proposed
work was tested using a completeness test and outperformed TEA [16].

In 2018, the authors of [15] suggested that, instead of using one single function every
round in original TEA, they used two with two keys. The author proved that, using
related keys and same plaintext can produce different ciphertexts, resolving the related
keys problem of TEA.

In 2019, a new modification to TEA was proposed by De Leon et al. in [17]. They
improved the security of TEA using new key scheduling to rotate subkeys every round
function. In this work, they adjusted the round function of original TEA by rotating the
generated key before function integration. The security analysis for this work was test
using avalanche effect and completeness test and benchmarking to previous works.

As of 2019, researchers in [13] have devised a new, small symmetric encryption
algorithm (NTSA) that enhances the security of text file transfers over the Internet of
Things (IoT) network by dynamically adding extra key confusions. K[0] is always the
same, but K[1] changes for all odd rounds, and K[2] is always the same, but K[3]
changes for all even rounds in this example. NTSA's avalanche effect, encryption and
decryption times on an IoT network with embedded devices are studied in experiments.
The findings reveal that the suggested NTSA algorithm is much more secure and effi-
cient than the current state-of-the-art encryption techniques.

Hardi et al. suggested a new enhancement for TEA to overcome its weakness and
increase encryption process. Thire work used Least Significant Bit (LSB) as a ste-
ganographic method to hide data into last bit of the other. The LSB was used Linear
Congruential Generator (LCQG) to generate the initial seeds as a PRNG. The flow of
inserting data intended for encryption is used as a cover for safely sending confidential
data. The proposed methods become modified LSB-PRNG [18].

In 2021, Suresh et al. proposed an Enhanced Tiny Symmetric Encryption Technique
(ETSET). The suggested method dynamically modifies the key generation to generate
new key every round function by dynamic bit shifting in each cycle. For simplicity and
execution -time, their proposed method suggested minimize the number of TEA rounds.

This work was implemented using Java programming language and compared to
evaluated using avalanche effect and completeness test and compared with TEA and
XTEA [19].
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3 Feistel structure

It is a process of hiding the statistical features of the plaintext (block cipher) by using
two primary method substitution and permutation. The original concept of Feistel struc-
ture was first developed by Claud Shannon to replace the confusion and diffusion [20].

Shannon proved that, cryptoanalysis is depend on the frequency distribution of lan-
guage aspects of the plaintexts such as letters, word, or phrases that being converted to
ciphertexts. If the attacker has knowledge of these data, he may be able to decipher the
plaintext encryption key.

Two methods of operations were Shannon provided to hide the statistical features of
the plaintexts;

¢ Confusion: is to hide the relationship between ciphertext and encrypted key to make
it difficult for an attacker to know the encrypted key.

o Diffusion: is to hide the relationship between the plaintext and ciphertext in order to
be more difficult against an attacker to guess the plaintext.

The Feistel cipher uses substitution and permutation to achieve the concepts of con-
fusion and diffusion, as seen in Figure 1. This structure is also referred to as the Feistel
Network.

Plaintext
Pl-l. l PR:[
L
K[o]
h 4
K[1]
n n
2 KIi] a
PLis1 # PR;:1
Ciphertext

Fig. 1. Diagram of Feistel structure

iJIM - Vol. 16, No. 20, 2022 101



Paper—Simple Lightweight Cryptographic Algorithm to Secure Imbedded IoT Devices

As seen in Figure 1, Feistel network works as a series of mathematical linked oper-
ations for the data to be encrypted. It takes two input blocks; plaintext and the key and
performed round function several times. In each round, the half of the plaintext are
encrypted using the function F and the result is XORed with other half and repeated for
a specific number of rounds.

The substitution function runs by XORing the left half with the result of function F.
In permutation, the two halves of the plaintext were exchanging.

In the decryption process of Feistel network is same as encryption process but in
reverse order.

There are many of symmetric block cipher algorithm used Feistel structure, such as
Blowfish, DES, TEA, RCS5, Simon, and Camellia [21].

4 Tiny Encryption Algorithm (TEA)

David Wheeler and Roger Needham developed original TEA at the Cambridge Uni-
versity in 1994 [8]. TEA method is recognized as one of the most efficient and fast
block cipher algorithms.

Basically, TEA used basic operations of Feistel network (ADD, XOR, and SHIFT)
to provide diffusion and confusion concepts.

TEA takes 64-bit plaintext as the input along with the 128-bit key and produces 64-
bit ciphertext as the output. At first, it divides the input into two parts (PL; and PR;).
These two halves are subjected to 32 rounds operations. Each round consists of 2 Feistel
cycles and hence, in total there are 64 cycles.

As seen in Figure 2, the block diagram shows encryption process for only ith cycle
of the algorithm.

The 128-bit key of the algorithm is splitting into K[0], K[1], K[2], and K[3], where
each key is 32-bit. Basic operations are performed 32 rounds for plaintext to be en-
crypted, where each half used to encrypt other. Finally, the two halves are combined
together to produce 64-bit ciphertext.

Following are the mathematical equation involved in each round;

PL; = PL;_y + F(PR,_,, Delta;, K[0,1]) (1)
PR; = PR;_, + F(PL;_y, Delta;, K[2,3]) ()

Where F function is as follows;
F(P,Deltaj,K[a,b]) = (P < 4) + K[a]) ® (P + Delta;) @ (P » 5) + K[b])) (3)

TEA uses two bitwise shifts to mix bits of the data and the key repeatedly and uses
XOR and ADD to provide nonlinearity.
Delta is a constant golden number ratio which derived using equation:

delta = (V5—1)* 23t = 9E3779B9h (4)

delta[n] = (n+ 1) * delta,n= 0,1,2,...,31 5)
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The objective of delta is to ensure that the key is unique.
The decryption process is a reversed way, where the key of the final round in the
encryption process will be used for the first round in the decryption process.

Plain Text

I."l-i PR,
K[0]

[>>5]—
*

v KI[3] L

Fig. 2. TEA block diagram for one round

5 Feedback shift register

The feedback shift register consists of a shift register and a feedback function. The
sequence of bits comprises a shift register, and a feedback function is nothing but
XORing specific bits in the register (called tap sequence). The sequence of n-bit deter-
mined the length of the shift register.

LFSR is the simplest type of feedback shift register, where each time a bit is fed to
the register, it causes a shift of all bits to the right by one. This bit is a left-most bit and
is computed using a feedback function. The right-most bit is the output of LFSR.
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Each LFSR has a specific length of the output of n-bit. This sequence can be repeated
endlessly and is determined by the number of registers [22]. In other words, the maxi-
mum period of a LFSR can generate a bit-sequence and start repeating. The value of n
determines the number of registers. Not every LFSR produces states, but only particular
taps can create maximal length. Since LSFR is a deterministic approach, that means,
the output sequence depends on the given initial seeds.

The statistical polynomial of maximum-length LFSR is primitive if it has the follow-
ing:

If the number of ones is n, then the number of zeros is equal to n+1.

If the consecutive runs of ones are n, then the consecutive runs of zeros are n.
Number of runs that have length of one are half for the output sequence.
Number of runs that have length two are quart for the output sequence.

Researchers in [23] proved that, the best randomized performance achieved by LFSR
if the polynomial uses one of the following equations:

[} = x128 + x123 4 x78 + x4 + 1 (6)
[, = x128 4 x121 4 x58 4 x47 4+ x32 + 1 @)
ly=x+x"+x2+x+1 (3)

The above polynomials can produce 128-bit sequence key. The proposed method
uses two LFSRs with polynomial in Eq. 6 to generate new keys each round. The illus-
tration of this polynomial is depicted in Figure 3.

127 (126|125 [124 | 123 | e 6 | T 5121 o |Qutputbit

% Y

oY oY o

Fig. 3. 128-bit LFSR using Eq. 6

In cryptography, to propose a successful Pseudo-Random Numbers Generator
(PRNGQG), the produced output sequence must be highly randomized and passed all the
statistical test and the generator must be reliable, low-cost, unpredictable, high com-
plexity, and high-speed. Therefore, LFSR may be used as deterministic cryptographic
PRNG. In general, basic LFSR does not provide a high statistic random number [24],
but it can be improved by picking LFSR with large number order and further using two
or more LFSRs [25].
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6 Proposed modification of TEA

The proposed modified TEA employs two LFSRs, L1 and L2. The LFSRs used in
this proposal as PRNGs to generate keys each round to boost its security against crypt-
analysis. To solve the problem of equivalent key attacks, 32-keys are used in the mod-
ified TEA [K,, Ky, K,, ...K31]. This proposal increases the complexity of the algo-
rithm. Keys are generated dynamically before execution; thus, they are unpredictable
by an attacker.

To increase the characteristic performance of randomness. Each key is generated as
follows; Since each LFSR generates a 128-bit sequence, then for each round, the output

sequence of L1 is  128-bit, divided into four  sub-sequences
(L1[0], L1[1], L1[2], and L1[3]), each of which is 32-bit. Similarly, the generated se-
quence of L2 is 128-bit,  divided into four  sub-sequences

(L2[0],L2[1],L2[2], and L2[3]). Now, for more confusion, all sub-sequences are
XORed using the following equation;

K[0] = L1[0]®L2[2] 9)
K[1] = L1[1]®L2[3] (10)
K[2] = L1[2]®L2[0] (11)
K[3] = L1[3]®L2[1] (12)

Figure 4 shows the proposed modified new key K; for round; in modified TEA.

LFSR1 LFSR2

[La[o] | Lafa] || Laf21 |[Laf3] | {210 || r2[a] || L212] |[ L213] |
D+
&

h 4 A\ 4
[ior  wiet [t [ 631

<

Fig. 4. New proposed keys generation

Generally, symmetric cryptography uses same key for encryption and decryption.
Since the proposed modified TEA used 32 keys, that is one key for each round and
numbered such as [Ky, K, K5, -..Ks,]. For decryption part, keys are in reverse order,
such as, K3, is used for the first round and K3, for second round and so on.
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This criterion is useful and has un advantages over original TEA, since the decryp-
tion keys are distributed to user in a secure channel, they are distinct from the encryp-
tion keys. These keys are strongly protected when an attacker tries to distinguish the
original keys.

The block size of plaintext for the proposed modified TEA is same as original. The
inputs are, 64-bit plaintext and 128-bit key, the output is 64-bit ciphertext. Figure 5
shows the ith round of modified TEA.

1-LFSR 2-LFSR Plain Text
L{:}:
l:'l-i PRi
® v ®
K[0] ¥w_
I <<a
D‘eltﬂj
v +
L Ty
- \'q...v"‘-‘
F 3
{>>5
o
K[2] ¥
'|~:<4|—
Deltﬂj
T Y
'1—\" VA
'y
{555
= [>>5—
L J v

Fig. 5. The proposed modified TEA using new keys (one round, two cycles)
As seen in above figure, two LFSRs are XORing using proposed suggested method,

where each round as follow.
For each cycle i;
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PL; = PL;_y + F(PR;_y, Delta;,K[0,1]) (1)
PR; = PR;_, + F(PL;_y, Delta;, K[2,3]) ()

Where F function;
F(P,Deltaj,K[a,b]) = (P < 4) + K[a]) ® (P + Delta;) @ (P » 5) + K[b])) (3)

As stated before, the decryption of proposed TEA is same as encryption but in re-
verse order.

7 Result and security analysis

This work was implemented using Python programming language on Windows 10.
The tests are performed using laptop with Core i3 CPU and 2.10 GHz, with 4 GB RAM.
Authors in [26] proved that, the problem of equivalent keys produces same ciphertext
using TEA algorithm. But the modified TEA produces different ciphertext. For exam-
ple, using a plaintext “hakeem imad mhbs”, with ones as LFSR initial state. As pro-
posed modification, the key is changing dynamically each round. Therefore, thirty-two
keys wused in the encryption process. The output ciphertext is
“ZRYmfOu0ji+am 1mOWNIi3A=="and decrypted result is same as plaintext. As seen
in Figure 6.

Fig. 6. Encryption and decryption of plaintext using modified TEA in Python

Three crucial security analysis criteria for block ciphers—the key sensitivity, com-
pleteness, and avalanche effect tests are used to gauge the proposed algorithm's security
strength. These experiments demonstrate that the modified TEA algorithm offers
greater security strength when compared to the standard TEA method.

7.1  Key sensitivity analysis

To guarantee the security of an encryption algorithm, a ciphertext must be sensitive
to encryption key. Key sensitivity measure how the encryption algorithm sensitive to
the encryption key.

In this test, 10 plaintexts were encrypted using K;, and encrypted same plaintexts again
using same key except changing the last bit of the key.
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In this example, key sensitivity is calculated by computing the differences between
the obtained ciphertexts. Table 1 shows key sensitivity results in percent for original
TEA and our proposed modified TEA. The proposed TEA was done using LFSR with
polynomial in Eq. 6.

Table 1. Key sensitivity test

Block TEA% Modified TEA %
1 44.70 49.60
2 43.10 48.90
3 42.90 53.45
4 41.78 52.64
5 43.69 51.20
6 49.57 59.75
7 45.50 49.50
8 50.25 57.60
9 46.42 50.90
10 40.86 48.30
Avg. 44.88 52.18

The above table showed that the proposed modified TEA has large percentage value
of key sensitivity than TEA.

7.2 Completeness test

When every bit of the ciphertext is sensitive to every bit of the plaintext, the cipher
is said to be completed [27]. The desired probability of completeness test in a crypto-
graphic algorithm is 50 %. Such that, if we change one bit in the plaintext, then each
bit in the ciphertext has probability of change for an average of 50 %.

In this work, 65 plaintexts were used for this test. The size of ach plaintext is 64-bit,
and each plaintext is varied in one bit to others. Then, we encrypt the plaintexts to
obtained ciphertexts and each ciphertext is XORed with its previous version. The re-
sults are filled in a matrix of (64 x 64). Numbers of ones in each row and in the whole
matrix were calculated. The percentage of ones in whole matrix were evaluated and
presented in Table 2. The completeness test was evaluated and compared with original
TEA and MTEA [14].

Table 2. Completeness test evaluation for proposed modified TEA

TEA% [8] MTEA % [14] Proposed Modified TEA%
48.36 50.46 51.75

The results indicate that, proposed modification TEA achieves highest completeness
test, which means that, when one bit change in the plaintext, the output ciphertext
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changes significantly. This property is desirable for security analysis of the crypto-
graphic algorithm.

7.3 Avalanche effect test

Feistel proposed the avalanche test on [28]. The purpose if this test is to evaluates if
a slight change in the plaintext or the key leads to a significant change in the ciphertext.
This can be calculated using an equation;

No.of filled bit in ciphertext
No.of bit in cipherdtext

AE =

(13)

The performance of the avalanche effect was evaluated by encrypting 10 blocks of
plaintexts, resulting in 10 ciphertexts, and then encrypting the same 10 plaintexts again
but, one bit changed. Then each pair of generated ciphertext XORed together and eval-
uated by computing the number of ones in each result to obtained the percentage aver-
age (No. of ones / 64-bit). Finally, avalanche affect is evaluated by calculating percent-
age average for whole ciphertexts.

As seen in Table 3, the test was applied for original TEA and the proposed modified
TEA. Compared to the standard TEA, the likelihood of bit reoccurrence in the cipher-
text for each encrypted plaintext is extremely low. For instance, the avalanche effect
for TEA was recorded 48.97 in block 10, while it was 53.95 for modified TEA. This
implies that, probability of reoccurrence was 4.98 compared to original TEA. Figure 7
shows a considerable difference in margin for 10 blocks, which proves that, the modi-
fied TEA has higher performance for encryption than original TEA.

Table 3. Results of Avalanche effect for 10 Blocks using TEA and proposed modified TEA

No. of Blocks TEA Modified TEA Differences
1 43.65 48.63 4.98
2 44.98 48.71 3.73
3 48.75 54.85 6.10
4 56.27 58.75 2.48
5 47.67 53.24 5.57
6 46.26 51.86 5.60
7 48.21 52.71 4.50
8 43.46 50.35 6.89
9 48.67 52.67 4.00
10 48.97 53.95 4.98
Average 47.69 52.57 4.88
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——-TEA Modified TEA
60
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50

45

AVALANCHE EFFECT

40
1 2 3 4 5 6 7 8 9 10
NO. OF BLOCKS

Fig. 7. Avalanche effect of modified TEA with respect to original TEA

Figure 8 shows high value of avalanche effect resulting from modified TEA as com-
pared to original TEA. For 10 blocks, the minimum value of margin is 2.48 and the
maximum is 6.89. This implies that, modified TEA has stronger encryption character-
istic for all 10 generated ciphertexts than traditional TEA.

The benchmark created for differentiate the modified TEA to original TEA, as seem
in Figure 8. Evidently, the devised method exceeded the typical threshold of 50 percent
for avalanche effect processes.

TEA  mModified TEA

NS -
o © o

Benchmark
[\ w
S o

=
o

Avalanche Effect
Fig. 8. Benchmarking for avalanche effect of modified TEA and TEA
8 Conclusion and future works

This paper intended to increase the security performance of the original TEA. The
modification offers a simple and a new modified method of key generation using two
LFSRs. The security vulnerability of the original TEA was solved.
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The encryption and decryption performance of modified TEA was analyzed using
key sensitivity, avalanche effect, and completeness test to be compared with the previ-
ous work of traditional TEA and MTEA.

e Through key sensitivity analysis evaluation, the proposed implementation of new
key generation for modified TEA could generate keys that have higher randomness
characteristic and more confusion than other.

¢ For completeness test, 65 plaintexts were tested, where there is only one-bit variation
between each plaintext and the one after it. This test is run on both the modified and
original TEA. The results indicate that, proposed method achieves highest complete-
ness test, which means that, when one bit change in the plaintext, the output cipher-
text changes significantly. This property is desirable for security analysis of the cryp-
tographic algorithm.

e Moreover, modified TEA has higher value of avalanche effect. This test proved that,
50 % or higher of ciphertext is will be changed if one bit or few bits of the plaintext
changed. For avalanche effect, the minimum value of margin is 2.48 and the maxi-
mum is 6.89 for 10 tested blocks. The benchmark created for differentiate the mod-
ified TEA to original TEA. Evidently, the proposed method exceeded the typical
threshold of 50 percent for avalanche effect processes.

Since embedded IoT devices are resource constraint, the modified work is simple
and has no complexity overhead. In addition, LFSR is a simple and an appropriate way
to use in such devices because of its simplicity computation. Therefore, the proposed
work is suitable for latest [oT applications to transfer data through network.

By encrypting the compressed file, the modified TEA would be used. Also, future
plans include implementing and integrating this technique in fog net, sensor, or ad hoc
for data transmission.
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