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Abstract—Text-based passwords are widely used for the 

authentication of digital assets. Typically, password security and 

usability is a trade-off, i.e. easy-to-remember passwords have 

higher usability that makes them vulnerable to brute-force and 

dictionary attacks. Complex passwords have stronger security 

but poor usability. In order to strengthen the security in 

conjunction with the improved usability, we hereby propose a 

novel graphical authentication system. This system is a picture-

based password scheme which comprises of the method of image 
splicing. Authentication data were collected from 33 different 

users. The usability of the method was evaluated via a 

comparison between the number of correct and incorrect 

authentication attempts and time taken. Additionally, a 

comparison was made between our proposed method and a 

complex text-based password authentication method using the 

authentication success rate. Authentication using image splicing 
proved to be resilient to brute-force attacks since the processing 

of images consumes a voluminous password space. The 

evaluation of the usability revealed that graphical passwords 

were easy-to-remember, resulting in a higher number of correct 

attempts. The proposed method produced 50% higher success 

rate compared to the text-based method. Findings motivate the 
use of the proposed method for securing digital assets. 

Keywords-secured authentication; brute force attack; graphical 

authentication; picture-based authentication; image splicing; 

graphical passwords 

I. INTRODUCTION  

Secure authentication is a major concern in computerized 
system security. Most of the current authentication systems 
employ text-based passwords. In these systems, an 
alphanumeric string is used for preventing an unauthorized 
access [1]. The major issue in using alphanumeric passwords is 
that they are typically hard to remember as the use of a lengthy 
and complex password makes it more difficult to recall. 
Therefore, in order to make passwords more memorisable, 
people use short and simple passwords. This in turn leads to 
increase in system vulnerability as these passwords can be 
cracked easily using simple tools [2-4]. Various techniques [5-
7] exist that can exploit the vulnerabilities present in simple 
passwords. Dictionary attacks are the most common type of 
attacks on simple passwords [8, 9]. To overcome the problem 
of using complex passwords, alternate methods are designed 

such as biometric systems [5] for secure authentication. 
However, they are expensive since their installation requires 
extra hardware. Studies prove that from the age of 62 and 
above finger print quality decreases [10, 11]. Therefore, 
biometric systems often fail to match the impressions of elderly 
people. Moreover, biometric systems are not applicable in all 
scenarios, such as during the authentication in webservers or 
applications. Besides all these problems, biometric passwords 
cannot be changed, due to which personal identification of the 
user is exposed. Studies have proved that human memory is 
good in memorizing pictures as compared to text [12-14]. 
Subsequently, this paper introduces an alternate solution that 
provides a method for secure authentication using Picture-
Based Passwords. This in turn supports a suitable way to 
remember a complex password. Picture-based passwords come 
under the category of graphical authentication systems. In these 
systems passwords are involved with the processing of images. 
[15-17] Users can enter and select from the images which 
makes it easier than to remember passwords [18]. Besides the 
user point of view, graphical passwords also provide a better 
security against attacks. For creating secure system graphical 
passwords may need more clicked points to recognise [19-21].  

A problem in using graphical passwords is that, the 
authentication requires a massive pool of images in order to 
make the process secure. The storage and processing of images 
requires huge memory size. Another problem in using 
graphical passwords is the extensive consumption of time taken 
for authentication compared to using textual passwords. Some 
methods use image hashes to reduce the authentication time 
[22-25]. Hashing is a process that modifies a password before 
storing it into a database. The hashing process is irreversible 
that makes it difficult for an unauthorized entity to steal the 
password from the database. An example is a graphical 
authentication method developed in [22]. In this method, a user 
is required to recognize pre-selected images in a sequence. A 
server stores the seeds of these images in a text file, which is a 
time-consuming process. Authors in [23] modified this 
algorithm by using an SHA-1 hash function that enabled less 
memory consumption and increased security. Cued click-points 
belong to one such technique that is based on selecting cue 
points on a single image for authentication. Authors in [26, 27] 
revealed high success rate of secure authentication using the 
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cued click-points based on a two week recall study. Authors in 
[28] used distinct shape, color, and type of images from a 
predefined set to authorize a user. Authors in [29] also used 
color code authentication. In [28, 30] a user had to recognize 
previously selected images from a set of random images for 
logging into the system. Authors in [31] proposed an alignment 
based graphical password system to authenticate a user. They 
used a spin wheel that was rotated by the user until a 
combination of images was achieved. Real User Corporation 
developed an algorithm called “Passface”, which was enhanced 
in [32, 33]. This method worked by matching a sequence of 
face images and random face images. However, the passwords 
were predictable since image sequences were obvious. A 
similar method was developed in [27]. In this method, a user 
had to recognize a pre-selected object between 1000 crowded 
objects in a picture. A downside of this method was that, the 
log-in process was too slow. In order to quicken the log-in 
process, an assisted graphical password method was proposed 
that used approximation of pre-selected locations in a picture 
[18]. The idea was further extended into a ‘PassPoint’ system 
35] who calculated the amount of tolerance around each chosen 
pixel for authentication. 

The paper introduces a novel approach for secure 
authentication using picture-based passwords along with the 
cue-point technique. The method generates a combination of a 
large set of images that is used as a password for 
authentication. The log-in speed is enhanced using SHA-1 
hashing and image splicing.  

II. SYSTEM OVERVIEW 

This paper proposes a picture-based password scheme 
which is flexible because the solution accepts any type of 
picture, e.g. nature images, paintings or daily life pictures. The 
block diagram of the proposed system in Figure 1 shows the 
entire work-flow of the system. 

 

 
Fig. 1.  A schematic diagram of the picture-based authentication system 

First time registration process has two phases. In the first 
phase, a screen is presented to the user where the user is 
required to enter a user name and a unique pin code. In phase 2, 
the user is required to upload an image on the system. The 
system divides the image into 500 slices in a 20x25 grid. In this 
paper each slice is termed as a “cue point”. The user is then 
required to select a single cue point out of the 500 slices. Hash 
code is computed for the selected cue point and stored in the 
database. The image uploading and cue point selection process 
is repeated five times in order to complete the registration 

process. In the authentication phase, the user is authenticated 
by the username and the pin code added during phase 1 of the 
registration. After successful authentication, all five images are 
presented to the user, one by one, where the user is required to 
select the cue points chosen before. After successful 
registration of conventional username and pin code, the system 
performs the steps as shown in Figure 1, to complete the 
picture based registration process which is described in the 
following sub sections. 

A. Data Acquisition 

This system requires images from the user as an input. In 
the first step, system prompts the user to upload five images of 
his/her own choice in five consecutive steps (the system 
supports jpeg, gif or png formats). In each step, the uploaded 
image is saved by the system for further processing. This image 
is presented to the user at the time of authentication. The 
images for initial testing are used from the open source image 
databases MorgueFiles [36] and Shutterstock [37].  

B. Image Splicing 

Once an image is uploaded to the system, a two-
dimensional array of Bitmap type is initialized. The size of the 
array is kept 20x25 which is capable of holding 500 objects of 
Bitmap type. The height and width of each bitmap is 
calculated. Each bitmap is represented by B with height of Bh 
pixels and width of Bw pixels. The total height Ih of an input 
image I is the sum of heights of all bitmaps as shown in (1). 
Similarly, the total width of bitmap is calculated as the width of 
all bitmap images, equal to the width Iw of the input image I as 
shown in (2). After the bitmap size calculation the uploaded 
image is mapped to the array of bitmaps where a portion of the 
uploaded image of height Bh and width Bw is stored in each 
Bitmap B. These bitmaps are placed in a matrix as shown in 
Figure 2. 
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�  (2) 

 

 
Fig. 2.  Sliced grid view of the user's selected image 

C. Feature Extraction 

The most important feature, cue point selection, is extracted 
at this step. Cue point is a part of the original user uploaded 
image which has been sliced by the system in the previous step 
of image splicing and is now selected by the user as a part of 
password from the grid shown in Figure 2. This single slice of 
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the picture is used to authenticate the user on a recall technique. 
When the user clicks on the cue point, the system processes it 
transparently. Therefore no change appears on the screen so the 
people around are unable to look at the selection in a glance. 
Without selecting the cue point, the user is unable to proceed 
further. After selecting the cue point user clicks the Add button 
as shown in Figure 2, to complete the round. Then, a preview 
of the selected pictures is shown in selected images section so 
that the user can see a list of pictures he/she had selected. This 
step is repeated in all 5 rounds. If the user quits before 
completing the 5 rounds, the system will terminate the 
registration process and delete the incomplete data. After 
successful registration, the user can authenticate by only 
selecting cue points from the pictures that were added at the 
registration time. 

D. Hashing 

To make the system more secure, user input data is 
encrypted with hashing algorithms making it impossible to 
decrypt, in case of an unauthorized entity getting access to the 
database. In this system SHA-256 algorithm is used which has 
2256 possible combinations. In the user registration process, 
once the user selects the cue point, the system computes the 
hash of the selected cue point using the secure hashing 
algorithm SHA-256 to ensure the security of user information 
stored in the database. SHA 256 generates a 128-bit key which 
helps increasing the key size for secure authentication. In the 
authentication phase the user selects the cue point on a recall-
based technique. All images are presented to the user iteratively 
where he/she has to select that cue point which was selected at 
the time of registration. Then the hash is computed and the 
system proceeds to the next round. When all 5 rounds are 
completed, hashes are compared with the database records. 

E. User Identification 

At the start of the authentication process, the user is 
required to provide the name and unique pin code added at the 
time of registration. Once the conventional username and pin 
code verification is completed, the user is presented with all the 
images added at the time of registration. Subsequently, the user 
is asked to select the cue points that were selected at the time of 
authentication. Each image hash of the selected cue points is 
computed using SHA-256 and is compared with the hash value 
already stored in the database. On successful match of hashes, 
the user is authenticated by the system. In case of a hash 
mismatch, the session is terminated by the system, declaring an 
unauthorized access and the authentication window is closed. 
Figure 3 shows the complete working model of the system. 

III. EXPERIMENTAL SETUP 

To perform our experiments a laboratory environment was 
created where people were asked to register themselves into the 
system for later authentication. An evaluator monitored how 
people were interacting with the system. This system was 
evaluated for different age groups, where the majority of the 
testing data set was acquired from 20-40 year old users who 
were the students of computer science department of FAST 
National University of Computer and Emerging Sciences and 
Jinnah University for Women. 

 
Fig. 3.  Proposed system work flow: (a) The registration phase for a new 

user. (b) The steps required for authentication into the system. 

IV. TESTING AND RESULT ANALYSIS  

The proposed methodology suggests that, on an input of 
one picture, the system created 500 sub images (slices), which 
made 500 possible cue points of that particular picture. The 
system required 5 pictures with 500 slices of each picture. At 
the authentication phase if the hash of cue points was 
compared at every round, the possible combinations become 
5x500=2500 which is very small to protect the authentication 
from brute force attacks. Therefore, the hash was compared 
after the completion of all 5 rounds. This technique made the 
system more powerful because it made 5005 possible 
combinations that resulted in Tens of Trillions values which 
constitute a huge data set for an attacker to predict the 
password. The proposed system was tested by a group of 
people (20 to 40 years old), in lab environment. Users selected 
pictures and performed registration and authentication process 
by following the rules which were learned before the testing 
session. Instructions were also provided on the system’s screen. 
Users were asked to register and authenticate to the system. 
Each user had to make ten attempts while the time taken in the 
authentication process was recorded. Only the authentication 
time was recorded as the registration is an one-time activity. 
The success rate was also recorded. The data of correct and 
incorrect attempts were collected and it was found that 
alphanumeric passwords were less memorable than graphical 
passwords. According to the results shown in Table I, a higher 
rate of incorrect attempts was noticed in alphanumeric 
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passwords and a lower rate of zero incorrect attempts was 
found regarding graphical passwords. This proves that users 
found graphical passwords more convenient to remember. 
Users were excited about the system and took this survey as 
playing a game in order to examine their memory strength. 
Some users used few techniques to remember the tiles (slices) 
while some used the attraction points of the pictures. Only a 
few of them were those who were tired of remembering the cue 
points in the beginning attempts of the survey.  

TABLE I.  INCORRECT ATTEMPT COMPARISON  

Incorrect 

Attempts 

Alphanumeric 

Authentication 

Graphical 

Authentication 

all 8 4 

zero 12 22 

half 1 1 

three 2 2 

two 3 2 

one 7 2 

 

It is a fact that whenever a new system is proposed in the 
market, people find it difficult to adopt it in the beginning, but 
later on, they get impressed by the new approach and 
ultimately adopt it [3]. For the comparative study we designed 
an alphanumeric password system with hard restrictions to 
obtain a strong password and asked users to try some new 
passwords. In the strong password credentials we accepted at 
least 10 characters long combination passwords comprising of 
1 numeric digit, 1 uppercase letter, 1 lowercase letter and 1 
special character. We noticed that the majority of the users 
used password structure like Username1234+ or 
Username@1234. They derived an easier way to break the 
combination password rules and to memorize it. When a user 
types his/her username in password and 1234 digits, the 
password becomes more guessable and can be affected by 
social engineering attacks. From the comparative study, we 
found that graphical authentication process took a little longer 
time than the alphanumeric password process. According to the 
results of this research, graphical authentication took 13 
seconds in average while alphanumeric authentication took 
11.9 seconds. Note that the alphanumeric scheme is well-
known and the most commonly used process for authentication 
and that the graphical authentication process proposed in this 
paper was definitely new to the users.  

  

These observations reveal that although graphical 
authentication took a little more time, it also provided a highly 
secure password space which provided greater chances to 
memorize a strong password as compared to the text based 
password method. These findings support the studies which 
reported that pictures have a high tendency to be memorized by 
the human brain.  

V. CONCLUSION AND FUTURE WORK  

In conclusion, a graphical password technique was 
developed for user authentication. Our findings suggest that 
this system had improved the capability of remembering 
complex passwords in terms of pictures. A user had to 
memorize only five points in five images and the system 
automated these five images into tens of trillions combinations. 

This huge set of combinations made it harder for brute force 
attacks to crack a password. This paper also provided a 
comparative study of the effectiveness of the proposed system. 
According to the results, the graphical authentication process 
has 50% more success rate than the text-based password 
method. The proposed system provides secure authentication 
using images and eliminates the use of textual passwords. 
Capitalizing the ability of humans to remember images, this 
system has the advantage over textual passwords in terms of 
remembering complex passwords in the simplest way. Future 
work includes using a dynamic number of slices per image. It 
can be suggested that 100 or 50 slices will not make the system 
vulnerable for brute force attack. This will increase cue point 
dimensions which helps users who are not eligible to remember 
small cue points and do not have a need of high security. This 
might decrease the number of image-slices but still the number 
of possible combinations will be enormous. The system can be 
enhanced by adding a module to prevent it from shoulder 
surfing attack for which fake pointers could be used with 
different colors for confusing the attacker. An analysis on big 
data and picture resolution is also required, to analyze its 
effects on hash function or brute force attack. The system can 
be further modified by the addition of a password recovery 
feature. 
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