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Radio
frequency
identification
(RFID)
tag­
ging
is
an
alternative
to
bar
coding
for


physical
access
to
library
materials.
The
tech­
nology
is
rather
new
for
libraries,
although

it
has
been
used
in
retail
and
warehousing

applications
 since
 the
 1980s.1
 It
 promises

to
streamline
operations
by
enabling
 faster

self­checkout
 and
 self­returns,
 improving

shelf
 management
 and
 inventory
 control,

and
 providing
 better
 theft
 protection.
 Yet

RFID
is
controversial
because
of
privacy
is­
sues.
It
is
possible,
but
not
yet
practical,
to

use
 it
 to
 track
 a
 person’s
 movements
 and

reading
habits.
Privacy
concerns
have
been

dismissed
by
Dornan
and
Schuyler,2
but
the

debate
rages.
Academic
librarians
need
to
be

aware
of
the
technology
and
its
implications

to
evaluate
and
possibly
implement
it.
The

purpose
of
this
article
is
to
describe
the
ben­
efits
 and
 limitations
of
 the
 technology
and

the
current
state
of
library
best
practices.


How RFID works 
An
RFID
system
may
consist
of
several
com­
ponents:
tags,
tag
readers,
tag
programming

stations,
circulation
 readers,
 sorting
equip­
ment,
and
 tag
 inventory
wands.
RFID
 tags

are,
 essentially,
 very
 small
 radio
 receivers

with
 a
 microchip.
 The
 microchip
 is
 pro­
grammed
with
distinctive
information
about

the
 item
 which
 can
 be
 directly
 imported

from
 an
 integrated
 library
 system
 (ILS)
 at

the
 tag
programming
station.
 It
 is
possible

to
include
many
types
of
information
on
the

tag
 (such
 as
 book
 title,
 patron
 circulation

information,
 date/time
 stamps),
 but
 a
 tag

would
typically
contain
only
barcode
infor­
mation.


Security
 can
 be
 handled
 in
 two
 ways.

Security
gates
can
query
the
ILS
to
determine

an
item’s
security
status,
or
the
tag
attached
to

an
item
may
contain
a
security
bit
that
would

be
turned
on
and
off
by
circulation
or
self­
checkout
 reader
 stations.
Security
gates
can

then
detect
whether
or
not
the
item
has
been

properly
checked
out
of
the
library.
When
us­
ers
return
items,
the
security
bit
is
reset
and
the

item
record
in
the
ILS
is
automatically
updated.

In
some
RFID
solutions,
a
return
receipt
can

be
generated.
At
this
point,
materials
can
be

roughly
sorted
into
bins
by
the
return
equip­
ment.
Inventory
wands
provide
a
fi
ner
detail

of
sorting.
This
tool
can
be
used
to
put
books

into
shelf­ready
order.
It
can
also
be
taken
to

the
stacks
to
detect
out­of­place
items.


Benefits of RFID 
Richard
Boss
 provides
 a
 cost/benefi
t
 com­
parison
of
 RFID
 systems.3
 The
fi
rst
 benefi
t

is
 faster
 circulation
operations.
Unlike
bar­
codes,
which
 require
 a
 clear
 line
 of
 sight,

the
tags
can
be
read
regardless
of
how
the

item
 is
 placed
 on
 the
 circulation
 reader.

Also,
multiple
items
can
be
read
simultane­
ously.
This
could
reduce
long
lines
at
busy

circulation
desks.


The
second
benefit
is
increased
self­check­
out.
Users
do
not
have
to
line
up
barcodes

carefully
 for
 a
 successful
 transaction.
 The

units
 have
 a
 simple
 interface,
 which
 can

make
it
easier
for
patrons
to
serve
themselves.

Circulation
staff
can
be
free
to
perform
other

public
service
work.
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The
 third
 benefit
mentioned
 by
Boss
 is

reliable
security.
Vendors
claim
that
the
theft

detection
rate
of
RFID
is
high,
although
there

is
not
yet
any
evidence
that
it
is
better
than

electromagnetic
systems.
At
least
those
RFID

systems
that
can
query
the
ILS
can
indicate
pre­
cisely
what
items
are
moving
out
of
the
library.

This
is
great
for
replacing
stolen
items.


The
fourth
benefit
is
faster
inventorying.

Shelf­reading
becomes
automated
and
more

accurate.
Library
staff
can
simply
walk
down

the
aisles
and
detect
out­of­order
materials.

The
number
of
lost
and
missing
items
in
the

library
should
decrease.
The
inventory
wand

can
also
be
used
in
collection
development

and
weeding
projects.


Another
 benefit
 is
 longevity.
Most
 RFID

vendors
guarantee
tags
for
the
lifetime
of
the

book.
Finally,
RFID
self­checkout
systems
have

potential
to
reduce
repetitive
strain
injuries
for

circulation
staff.
During
recent
public
hearings,

the
San
Francisco
Public
Library
reported
that

RFID
circulation
systems
use
fewer
hand
mo­
tions
than
current
circulation
systems.


Limitations to RFID systems 
There
 are
 several
 limitations
 to
 RFID
 sys­
tems.
Privacy
concerns
have
garnered
much

of
 the
 media
 attention
 surrounding
 RFID

(ALA
provides
a
Web
page
with
many
links

to
 sites
 that
 describe
 the
 potential
 privacy

threats).4
Other
disadvantages
are
cost,
lack

of
 documented
 return
 on
 investment,
 and

security
weaknesses.


Cost
is
prohibitive.
Plain
tags
are
priced

between
50
and
70
cents
apiece.
Prices
for

special
media
tags
for
optical
discs
and
video

tape
range
from
99
cents
to
$1.50.
Customized

labels
with
a
library
logo
further
increase
the

cost.
This
quickly
adds
up
when
a
collection

is
substantial.
A
mid­sized
academic
library

would
 spend
 $280,000
 to
 convert
 400,000

items
to
RFID
with
plain
70­cent
tags—and

this
 does
 not
 include
 equipment
 or
 labor

costs.
The
prices
of
RFID
tags
are
likely
to

decrease
in
the
future,
however.


Return
on
investment
has
not
been
suf­
ficiently
documented
in
the
library
literature,

and
the
evidence
provided
to
date
is
anec­

dotal.
For
example,
the
University
of
Nevada,

Las
Vegas
(UNLV)
has
reported
saving
$40,000

in
replacement
costs
for
the
500
“lost”
items

it
 found
 after
 tagging
 its
 657,611
 item
 col­
lection.5
 The
 Mastics­Moriches
 Community

Library
in
the
state
of
New
York
carried
out

a
time
and
cost
analysis
to
compare
the
use

of
Electronic
Article
Surveillance
(EAS)
and

RFID
systems
for
circulation
and
found
that

the
latter
saved
them
approximately
85
per­
cent
in
labor
time.6


A closer look at security threats 
After
cost
issues
comes
security
and
privacy

weaknesses.
RFID
tags
are
typically
placed

on
the
back
inside
cover
of
a
book.
Enter­
prising
thieves
could
easily
remove
the
tags

and
subvert
the
security
gates.
This
problem

is
mitigated
somewhat
by
using
customized

labels
 for
 the
 tags,
 which
 make
 the
 RFID

tags
appear
more
like
a
book
plate.


Another
 security
 threat
 is
 frequency

blocking.
 Boss
 reports
 that
 some
 tags
 can

be
blocked
by
wrapping
them
in
household

foil.
But
blocking
may
not
always
be
so
de­
liberate.
 Some
 libraries
 report
 interference

when
 library
 items
 have
RFID
 tags
 affi
xed

in
the
same
position
on
every
item.
If
 tags

overlap,
then
the
signal
is
blocked.
Libraries

have
been
working
around
the
problem
by

using
templates
to
affix
the
tags
in
alternating

positions
during
processing.


Commercial
blockers
are
readily
available.

Ari
Jules
from
RSA
Security
has
developed
a

blocker
tag
that
seems
to
have
the
potential

to
 alleviate
unauthorized
 tag
 reading.7
The

creators
 claim
 it
will
 not
 circumvent
 theft­
detection
 devices,
 but
 the
 blocking
 device

has
not
yet
been
proven
in
market.
Libraries

may
get
themselves
into
a
world
of
constant

hardware
upgrades
to
cope
as
blockers
grow

stronger
and
more
sophisticated.


There
are
several
additional
security
and

privacy
threats
within
library
RFID
system
ar­
chitectures.
University
of
California,
Berkeley

electrical
engineers
David
Molnar
and
David

Wagner
 have
 identified
 these
 as
 hotlisting,

hardware
identifi
cation
numbers,
eavesdrop­
ping,
and
unauthorized
tag
writing.8
In
hot­
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listing,
an
adversary
reads
the
tag
on
a
book

then
 copies
 the
 information
 to
 a
 personal

database.
This
list
of
books
can
then
be
used

with
 a
 gate
 reader.
 The
 FBI,
 for
 example,

could
get
the
tag
information
for
every
local

copy
 of
 The
 World
 Almanac.
 They
 would

know
whenever
somebody
carrying
that
item

walked
by
a
gate
in
a
public
place.
Hotlisting

is
possible
because
tag
information
remains

stable
over
the
lifetime
of
a
book.
Even
if
tag

data
is
write­protected
and
encrypted,
there
is

still
information
on
each
tag
at
the
hardware

level.
Each
tag
must
have
a
unique
identifi
er

if
many
tags
are
to
be
read
simultaneously.

This
is
to
mitigate
radio
signal
collision.


Eavesdropping
 can
 occur
 because
 the

signal
between
tag
and
reader
is
wireless
and

unencrypted.
Unauthorized
tag
writing
can
oc­
cur
if
a
library
uses
rewritable
tags.
An
attacker

could
wait
for
a
legitimate
reader
to
unlock

a
tag
and
then
send
its
own
write
commands

before
the
legitimate
reader.
Molnar
says,
“if

a
security
bit
is
unlocked,
an
adversary
can

cause
false
alarms
for
legitimately
checked
out

books
…
if
an
item
identifier
is
unlocked,
the

adversary
may
overwrite
it
causing
confusion

and
potentially
a
lost
book.”9


RFID
vendors
are
beginning
to
acknowl­
edge
the
security
flaws
in
library
RFID
archi­
tectures.
 Library
 Automation
 Technologies

has
developed
an
encryption
envelope
 for

communications
between
tags
and
tag
read­
ers.
This
technology
is
available
for
licensing

at
a
low
cost,
however,
vendors
have
been

slow
to
respond,
says
Eric
Ipsen,
director
of

business
development.


RFID and privacy 
The
privacy
threats
most
often
referred
to
in

the
library
literature
are
the
linking
of
person­
al
information
with
specific
library
materials

and
 the
 tracking
of
 individual
movements.

We
can
label
these
threats
as
unauthorized

access
to
the
ILS
and
unauthorized
tag
read­
ing.
 Unauthorized
 access
 to
 the
 ILS
 is
 not

likely
in
current
library
practice.
Most
library

databases
are
secured.
Only
personnel
with

a
legitimate
need
to
know
have
the
right
to

use
 patron
 information,
which
 is
 probably


password
protected.
The
link
between
read­
er
and
book
only
exists
during
the
time
an

item
 is
 circulating,
 since
many
 libraries
do

not
retain
those
records.


Unauthorized
tag
reading
requires
access

to
a
tag
reader.
It
would
take
effort
to
acquire

one,
and,
once
acquired,
it
would
have
to
op­
erate
on
the
correct
frequency.
Library
RFID

solutions
work
on
the
13.56
MHz
frequency

band.
Regular
commercial
RFID
readers
work

on
a
different
frequency
and
would
be
use­
less
in
the
library.
An
illegal
or
home­grown

reader
might
work,
but
it
would
be
limited
by

the
amount
of
information
programmed
on
to

the
RFID
tag.
If
only
the
bar
code
information

is
there,
how
could
the
adversary
violate
a

patron’s
freedom
to
read?


Unauthorized
reading
is
also
not
practical

for
 tracking
 an
 individual’s
 movements.
 It

would
take
a
dragnet
of
readers
with
stronger

frequencies
spread
out
over
a
wide
geographic

area
 to
 work
 effectively
 for
 this
 purpose.

However,
a
single
unmarked
gate
would
pose

a
privacy
threat
if
patrons
were
unaware
that

their
belongings
were
being
monitored.


All
of
these
privacy
and
security
threats
are

labor
intensive.
The
controversy
stems
from

the
potential
of
RFID
technologies
to
erode

privacy
and
civil
liberties.
RFID
is
increasingly

being
used
in
commercial
applications,
and
in

its
ubiquity
lies
its
danger.
As
the
technology

evolves,
stronger
readers
could
emerge
and

start
popping
up
everywhere
like
cell
phone

signal
transmitters.


Developing best practices 
Library
RFID
systems
currently
practice
“se­
curity
through
obscurity.”
Best
practices
are

emerging,
 however.
 Organizations
 such
 as

Consumers
Against
Supermarket
Privacy
In­
vasion
and
Numbering
 (CASPIAN),
Privacy

Rights
Clearinghouse,
the
Electronic
Frontier

Foundation
 (EFF),
 and
 the
 American
 Civil

Liberties
 Union
 (ACLU)
 have
 been
 raising

the
 alarm
 about
 RFID.10
 Yet,
 libraries
 such

as
the
UNLV
library;
Santa
Clara,
California

Public
Library;
and
Cerritos,
California
Pub­
lic
Library
have
implemented
RFID
systems

with
little
fanfare.
It
was
not
until
fall
2003
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that
 library
 RFID
 entered
 the
 public
 con­
sciousness
 when
 the
 San
 Francisco
 Public

Library
announced
plans
to
investigate
RFID

systems.
 The
 EFF
 and
 ACLU
 went
 on
 re­
cord
with
 their
opposition.11
This
came
on

the
heels
of
an
August
2003
California
state

senate
committee
 informational
hearing
on

RFID
 technology.12
 Since
 then,
 California

legislators
 attempted
 to
 pass
 a
 senate
 bill

to
limit
the
types
of
information
associated

with
RFID
in
retail
and
library
applications.

Several
other
states,
notably
Utah
and
Mas­
sachusetts,
 have
 considered
 similar
 legisla­
tion.
There
have
also
been
calls
for
legisla­
tion
on
the
federal
level.


Librarians
 are
 not
 waiting
 for
 a
 legisla­
tive
mandate
to
create
best
practices.
At
the

American
Library
Association
2004
Midwinter

Meeting,
 the
 Privacy
 Rights
 Clearinghouse

and
EFF
recommended
that
libraries
include

RFID
in
their
privacy
policies,
limit
the
type

of
 information
 on
 the
 tags,
 inform
patrons

that
 the
 information
 is
 being
 collected
 and

why,
and
have
auditable
security
measures.13


Berkeley
Public
Library
created
a
brief
list
of

RFID
 recommendations
 that
 were
 used
 in

selecting
a
vendor.
They
are
informing
patrons

about
RFID
use,
limiting
the
tag
to
barcode

information,
 banning
 wireless
 communica­
tion
between
gates
and
tags,
reinforcing
the

security
of
the
ILS,
and
not
using
RFID
tags
on

patron
identifi
cation
cards.14
Ontario
public
li­
braries
have
a
comprehensive
set
of
guidelines

that
include
instructions
on
how
to
update
a

library
privacy
policy
to
include
RFID.15


Radio
frequency
identification
tags
in
li­
braries
have
the
potential
to
improve
physical

access
to
library
materials.
There
are
many

benefits
but
also
many
limitations
to
the
tech­
nology.
RFID
has
significant
privacy
implica­
tions.
Security
flaws
are
embedded
at
the
tag

level
 and
 adequate
 technological
 solutions

have
not
yet
been
developed,
although
inter­
est
in
regulating
the
technology
is
increasing.

The
prevalence
of
RFID
technology
is
only

increasing
 now
 that
 big
 interests
 such
 as

Wal­Mart
and
the
United
States
military
have

mandated
 that
 their
 suppliers
 use
 RFID
 to

track
shipments.


RFID
will
not
be
going
away.
Librarians

will
need
to
continue
monitoring
the
technol­
ogy
and
maintain
their
professional
obligation

to
protect
patron
privacy
if
they
are
going
to

choose
RFID.
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Minnesota
 Wild
 are
 scheduled
 to
 play
 the

Detroit
Redwings
on
April
10th
at
the
Excel

Energy
Center
in
downtown
St.
Paul.


And
 the
 Minnesota
 Timberwolves,
 led

by
 last
 year’s
 NBA
 Most
 Valuable
 Player,

Kevin
Garnett,
play
the
Denver
Nuggets
in

basketball
at
the
Target
Center
in
downtown


Minneapolis
on
April
8th.

Whether
 you
 are
 interested
 in
 getting


some
exercise,
taking
a
stroll
down
the
river,

or
taking
in
world­class
sporting
events,
you

will
 find
many
 attractions
 to
 keep
 you
 fi
t,

relaxed,
and
entertained.
Enjoy
your
time
in

the
fabulous
Twin
Cities!
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